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ABSTRACT
DESIGN, ANALYSIS AND OPTIMIZATION OF VISIBLE LIGHT

COMMUNICATIONS BASED INDOOR ACCESS SYSTEMS FOR MOBILE
AND INTERNET OF THINGS APPLICATIONS

by
Sihua Shao
Demands for indoor broadband wireless access services are expected to outstrip the
spectrum capacity in the near-term “spectrum crunch”. Deploying additional femtocells
to address “spectrum crunch” is cost-inefficient due to the “backhaul challenge” and the
exorbitant system maintenance. According to an Alcatel-Lucent report, most mobile
Internet access traffic happens indoors. To alleviate the “spectrum crunch” and the
“backhaul challenge” problems, visible light communication (VLC) emerges as an
attractive candidate for indoor wireless access in the 5G architecture. In particular,
VLC utilizes LED or fluorescent lamps to send out imperceptible flickering light that
can be captured by a smart phone camera or photodetector. Leveraging power line
communication and the available indoor infrastructure, VLC can be utilized with a
small one-time cost. VLC also facilitates the great advantage of being able to jointly
perform illumination and communications. Integration of VLC into the existing indoor
wireless access networks embraces many challenges, such as lack of uplink infrastructure,
excessive delay caused by blockage in heterogeneous networks, and overhead of power
consumption. In addition, applying VLC to Internet-of-Things (IoT) applications, such
as communication and localization, faces the challenges including ultra-low power
requirement, limited modulation bandwidth, and heavy computation and sensing at the

device end. In this dissertation, to overcome the challenges of VLC, a VLC enhanced



WiFi system is designed by incorporating VLC downlink and WiFi uplink to connect
mobile devices to the Internet. To further enhance robustness and throughput, WiFi and
VLC are aggregated in parallel by leveraging the bonding technique in Linux operating
system. Based on dynamic resource allocation, the delay performance of heterogeneous
RF-VLC network is analyzed and evaluated for two different configurations - aggregation
and non-aggregation. To mitigate the power consumption overhead of VLC, a problem
of minimizing the total power consumption of a general multi-user VLC indoor network
while satisfying users traffic demands and maintaining an acceptable level of illumination
is formulated. The optimization problem is solved by the efficient column generation
algorithm. With ultra-low power consumption, VLC backscatter harvests energy from
indoor light sources and transmits optical signals by modulating the reflected light
from a reflector. A novel pixelated VLC backscatter is proposed and prototyped to
address the limited modulation bandwidth by enabling more advanced modulation scheme
than the state-of-the-art on-off keying (OOK) scheme and allowing for the first time
orthogonal multiple access. VLC-based indoor access system is also suitable for indoor
localization due to its unique properties, such as utilization of existing ubiquitous lighting
infrastructure, high location and orientation accuracy, and no interruption to RF-based
devices. A novel retroreflector-based visible light localization system is proposed and
prototyped to establish an almost zero-delay backward channel using a retroreflector to
reflect light back to its source. This system can localize passive IoT devices without

requiring computation and heavy sensing (e.g., camera) at the device end.
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CHAPTER 1

INTRODUCTION

1.1 VLC-based Indoor Access System for Mobile Device

The continuous growth in the adoption of mobile devices including smart phones, tablets,
laptops is driving an insatiable demand for data access to indoor wireless networks. This
overwhelming demand is rarely met today — one never complains about having “too much
bandwidth” or “too fast service” to the Internet, especially when considering wireless
access. Although wireless providers are deploying additional access infrastructure by
means of new cells and WiFi end points, the limitation is becoming overuse of existing
radio frequency (RF) spectrum. This manifests as contention and interference and results
in an increase in latency and a decrease in network throughput — a “spectrum crunch” [1].
To alleviate this problem, new approaches to realize larger potential capacity at the
wireless link are needed and optical technologies including visible light communication
(VLC) are excellent candidates.

VLC utilizes a light source to send out imperceptible flickering light that can be
captured and decoded by a smart phone camera or a photodetector. VLC technology
provided with light-emitting diode (LED) devices is characterized by high area spectral
efficiency, unlicensed wide bandwidth, high security and dual-use nature [2]. For example,
Figure 1.1 shows how VLC can reuse spectrum efficiently in a small area. Case a) shows
a WiFi channel in which three users share a 30Mb/s bandwidth, compared to Case b), a
VLC-enabled environment, in which three users utilize individual 10Mb/s VLC channels.

Although the total bandwidth allocated to the three users are the same in two cases, the
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Figure 1.1 Bandwidth density of (a) RF and (b) VLC.
outcome aggregated throughput of Case b) could be better than that of Case a), due to the
contention effect on RF channel as we will see later. As a complementary approach to the
existing wireless RF solutions, VLC is poised to overcome the crowded radio spectrum
in highly-localized systems and become a promising indoor broadband wireless access
candidate to resolve the “spectrum crunch”.

LED-based indoor VLC has attracted great attention in recent years due to its innate
physical properties including energy efficiency and lower operational cost compared to
conventional incandescent and fluorescent lighting [3]. Current research on VLC focuses
mainly on physical (PHY) layer techniques such as dimming support, flicker mitigation,
and advanced modulation schemes [4]. These efforts seek to achieve the possible highest
data rates. However, higher-level networking challenges must be addressed to enable
interoperability in any practical network deployment [5-8].

Under a dual-use model, VLC is realized by overhead lighting — lights serve to
provide lighting and also data access. However, providing an uplink in such a system
is challenging due to potential energy limitations of mobile devices (that do not need
to produce light for illumination) and potential glare from the produced light. In

RF-sensitive and high-security applications, an optical uplink is possible with relatively



high transmission speed [9]. However, in most RF-insensitive places such as homes,
schools, offices, and supermarkets, an optical uplink is more difficult to be justified.
Mobile devices (e.g., labtops, smart phones, tablets) are energy-constrained. Equipping
these devices with a power-hungry light source is impractical. To be efficient, VLC
uplinks will need to use narrow beam widths which lead to challenges due to device
motion and orientation with respect to fixed uplink receivers. Finally, VLC uplinks can
produce glare which is uncomfortable to and undesirable for human users. Thus VLC
remains a strong contender for the downlink channel but is better if complemented with
an alternative uplink technology.

Alternative heterogeneous schemes, such as VLC and infrared [10], have been
investigated by researchers in order to resolve the VLC uplink problem at the PHY layer.
However, to make these approaches practical for networking, we still need to address
challenges in realizing upper layer protocols when such an asymmetric model is adopted.
Moreover, the ubiquitous nature of WiFi with its omnidirectional characteristic can be
readily exploited as an uplink, especially if the use of VLC reduces congestion on the RF
downlink as a heterogeneous network. Therefore, we propose and implement a hybrid
system utilizing VLC as downlink while RF as uplink. This hybrid system can not only
alleviate the congestion in conventional RF-based network, but also enable a reliable
uplink for VLC system. To further exploit the available bandwidth, we aggregate the
WiFi and the VLC channels by implementing an aggregated system. The aggregated
system is realized by Linux bonding driver. Experimental results show that the aggregated

bandwidth can achieve the addition of WiFi and VLC channels (Chapter 2).



Regarding the bandwidth aggregation, a thorough survey of approaches in hetero-
geneous wireless networks has been presented in [11]. The challenges and open research
issues in the design of bandwidth aggregation system, ranging from MAC layer to
application layer, have been investigated in detail. The benefits of bandwidth aggregation
includes increased throughput, improved packet delivery, load balancing and seamless
connectivity. Considering a system utilizing bandwidth aggregation, system delay is
a critical quality-of-service (QoS) metric especially for multimedia applications [5].
Here, system delay is defined as the amount of the time from the instant the request
arrives at the access point (AP) to the instant that it successfully departs from the
access point (AP). We investigate the system delay (Chapter 3) of a heterogeneous
system coexisting omnidirectional small cells (OSCs), such as RF femtocells and WiFi
WLAN:S, and directional small cells (DSCs), such as microwave [12], mmwave [13]
and optical wireless [14]. Extensive simulations are conducted to indicate that under
certain conditions, the system without bandwidth aggregation outperforms the system with
bandwidth aggregation in terms of minimum average system delay.

For indoors environment, whenever communication is needed, lighting is also
needed most of the time. According to [15], energy consumption of lighting represents
about 15% of the worlds total energy consumption. Therefore, by jointly performing
lighting and Internet access, VLC can operate on a very small energy budget. Optical
modulation is performed by varying the forward current of the light source. When a light
source is utilized for communication, the increase in total power consumption (including
the power consumed by modulator) is mainly due to the switching loss in the driver

circuitry at high speed (AC current for modulation). Taking the facts of VLC power



consumption into account, we investigate an optimization problem of minimizing the
total power consumption of an indoor multi-user VLC network while satisfying the traffic

demands and the illumination requirement (Chapter 4).

1.2 VLC-based Indoor Access System for IoT Devices
It is expected that by 2020, the Internet will consist of 50 billion devices [16], which
leads to imperative design of the Internet of Things (IoT). The IoT should be able to link
every small object to the Internet and to enable an exchange of data never available before.
Compared to the VLC-based indoor access system for mobile devices, several additional
challenges need to be resolved to braze the trail for IoT devices. Connecting all these 10T
devices to the Internet through wire cable is impractical due to the deployment of wires,
complexity added to the small IoT devices, and mobility of the devices. Thus the IoT
devices are expected to be connected to Internet via wireless medium. Nevertheless, with
the increase in the extremely large amount of wireless access devices, these IoT devices
will compete with the users’ devices on allocating the spectrum and the “spectrum crunch”
[17] problem will be exacerbated if there is no innovative solution to significantly enhance
the spectral efficiency. Furthermore, since it is impractical and cost-inefficient to replace
the batteries of all these devices or powering them through power cables, self-sustained
operation enabled by energy harvesting needs to be tackled. The energy harvested from
external sources (e.g., solar power, thermal energy and kinetic energy) is sufficient for
the signal generation of the IoT devices [18]. However, what can be harvested by IoT
devices (in the order of 100 pWatts) restricts the distance that transmitted signals can

travel. Therefore, connecting to cellular networks or even WiFi is not usually a viable



option. This distance constraint results in the requirement of huge infrastructure support,
like access points and backhaul links, in order to achieve a small distance reuse factor.
Also, trying to achieve such a small reuse factor causes the so-called “backhaul challenge”
[19].

One proposed solution to the above challenges is to use RF-backscattering [20,21].
Small IoT devices harvest energy from the ambient RF signals broadcasted by TV towers
[22] or WiFi signals generated by wireless routers, and modulate the reflected RF signals
by varying the antenna’s impedance, which affects the amount of signal that is reflected
by the RF backscatter. While RF-backscattering provides an option for the Internet access
of IoT devices, it has several inherent drawbacks. First, the uplink data rate depends on
the amount of downlink traffic. For instance, in [20], in order to achieve an uplink data
rate of 1 kbps, the WiFi router has to send at a data rate of more than 1.5 Mbps. In [21],
it needs the downlink traffic at 24 Mbps in a range of 5 meters, to support the uplink
data rate of 1 Mbps. Also, due to the omnidirectional propagation of the RF backscatter
signals, interference among the RF backscatters and the uplink data traffic from the users’
devices will be inevitable and destructive, especially when the number of 10T devices is
large. Furthermore, since the maximum communication distance is short (e.g., 2-5 meters
reported in [20,21]), at least one access point needs to exist within this distance. This fact
leads to the expensive infrastructure construction cost. One solution to this problem could
be placing a reader [20], such as a mobile phone, within the maximum communication
distance, which performs a signal relaying functionality between the access point and the
IoT devices. However, this creates additional traffic from the reader, which competes with

the mobile traffic and exacerbates the “spectrum crunch”. Also, these readers might not



exist all of the time and using mobile phones as readers might cause privacy problem.
Another limitation of the RF-backscattering is that we might not be able to use it in a
limited RF environment, such as hospital.

Due to the above-mentioned problems, another solution is introduced as the visible
light communication (VLC) backscattering [23-26]. The VLC backscatter harvests
energy from the existing indoor lighting infrastructure and performs modulation on the
reflected light beam as long as the illumination is available. This is motivated by the
fact that whenever communication is needed illumination is also needed most of the
time. Compared to RF backscatter, VLC backscatter solves the backhaul challenge
by utilizing the existing infrastructure with slight modification (i.e., adding driver and
photodetector to the light source and utilizing the power line communication or power over
Ethernet). Backscattering light beam is also directional, which mitigate the interference
problem. VLC backscatter also does not require a reader to relay the uplink data
transmission. A shutter modulating the reflected light is proposed in [23] and the corner
cube reflector maintaining the directionality of reflected beam is presented in [24, 25].
The state-of-the-art practical work that brings VLC backscatter into the IoT field is [26].
In [26], a VLC backscatter prototype is presented, which uses a solar cell to harvest the
optical energy from indoor light sources and modulate the reflected light by a liquid
crystal display (LCD) shutter. Nevertheless, no VLC backscatter system can leverage
a modulation scheme that is more advanced than on-off keying (OOK). This is because
the nonlinearity polarization of LCD shutters. Three types of LCD shutters from Liquid
Crystal Technologies [27], named conventional, video and Pi shutters, are evaluated by

measuring the transparency with variable input direct current (DC) voltage. As shown in
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Figure 1.2 The IO curves for three different types of LCD shutters.

Figure 1.2, the output amplitude drops suddenly when the input voltage reaches a certain

level. Therefore, applying advanced modulation schemes, such as phase shift keying

(PSK), pulse amplitude modulation (PAM), or orthogonal frequency division multiplexing

(OFDM), is not available when only one VLC backscatter is used, which is different from

the impedance matching approach applied in RF backscatter [21].

To overcome the bandwidth limitation imposed by the non-linearity of LCD shutter,
we propose and prototype a novel VLC backscatter, called pixelated VLC backscatter
(Chapter 5), which uses multiple smaller reflectors and LCD shutters to form numbers
of pixels. Each pixel can switch on or off independently in order to produce multi-level
signals. The multi-level signals enable advanced modulation schemes, such as PAM and
OFDM. Based on experiments, it is observed that the energy consumption of the pixelated
design causes negligible overhead. Based on our testbed, the throughput achieved by
the pixelated VLC backscatter is 600 bps at 2 meters, which is highly restricted by the
response time of the off-the-shelf LCD shutters (5 ms).

Indoor localization is an important field of application for Internet-of-Things (IoT),

for example in warehouses, airports, railway stations, shopping centers, trade fairs,



hospitals, offices and factories. Server-based indoor localization, which is suitable for
asset and personal tracking, requires the device to send unique identity information to
specific hardware, which can capture the information and forward them to a server to
calculate the device’s position. Real-time locating system (RTLS) [28] is a typical field
of application of server-based indoor localization. RTLS is used to automatically identify
and track the location of objects or people in real time.

Visible light communication (VLC) or LiFi can be used as a localization technology
[29-34]. LED or fluorescent lamps send out imperceptible flickering light that can
be captured by a smart phone camera or photodetector. The information of received
optical signal strength, angle-of-arrival, polarization and light distribution patterns can
be leveraged for locating light sensing enabled devices. Relying on extensively and
homogeneously deployed lighting infrastructure, VLC-based localization approaches only
require low-cost additional light source driver [29, 30, 34], or even do not need additional
hardware [32, 33]. Thanks to the dominant line-of-sight (LOS) signal and incidence
angle sensitive propagation path loss property, VLC-based localization can easily achieve
sub-meter accuracy and also detect the orientation of devices [30]. Although VLC-based
localization embraces many advantages, the absence of a real-time backward channel from
devices to APs restricts the VLC methods to client-based indoor localization, which leads
to impractical requirement of computation or heavy sensing (e.g., camera) on small IoT
devices. In order to send location and orientation information to the server, additional
technology needs to be applied, which results in inevitable latency to real-time tracking as

well as unnecessary burden on 10T devices.



To address the above problems, which make conventional VLC-based approaches
unsuitable for RTLS of passive IoT devices, we propose and prototype a retroreflector-
based visible light localization system (Chapter 6). The novel localization system
establishes an almost zero-delay backward channel using a retroreflector to reflect light
back to its source. It can locate passive IoT devices without requiring computation and
heavy sensing (e.g., camera) at the devices. Multiple photodiodes (i.e., landmarks) are
mounted on any single unmodified light source to sense the retroreflected optical signal
(i.e., location signature). We theoretically derive a closed-form expression for the reflected
optical power related to the location and orientation of the retroreflector, and validate the
theory by experiments. The characterization of received optical power is applied to a
received signal strength indicator and trilateration based localization algorithm. Extensive

experiments demonstrate centimeter-level location accuracy and single-digit angular error.

1.3 Dissertation Outline
In this dissertation, we demonstrate the hybrid WiFi-VLC systems design in Chapter 2.
The asymmetric hybrid WiFi-VLC system utilize WiFi channel as uplink to resolve the
uplink issues of full duplex VLC system. The aggregated hybrid WiFi-VLC system
activates both WiFi and VLC duplex channels simultaneously to boost the available
bandwidth. In Chapter 3, we further study the system delay of aggregated system and
non-aggregated system of heterogeneous RF-VLC system. The simulation results indicate
that aggregation might not always be beneficial in terms of the performance of system
delay. In Chapter 4, we investigate the power consumption of VLC network by optimizing

the power consumption of a multi-user indoor VLC network while satisfying user traffic
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demands and illumination requirement. The optimization problem is resolved by the
efficient column generation method. We propose a novel pixelated VLC backscatter in
Chapter 5, which enables advanced modulation scheme, such as PAM and OFDM, and
allows the first time orthogonal multiple access. We also present our designed prototype
of the novel pixelated VLC backscatter based on M-PAM and its performance in terms of
throughput and power consumption evaluated by experiments. In Chapter 6, we propose
and prototype a novel retroreflector-based visible light localization system, which can
locate passive 10T device using any unmodified light infrastructure without requiring
computation and heavy sensing (e.g., camera) at the devices. The dissertation is finally

summarized in Chapter 7.
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CHAPTER 2

DESIGN AND ANALYSIS OF A VLC ENHANCED WIFI SYSTEM

2.1 Introduction

In this chapter', we propose and implement a practical hybrid system comprised of typical
IEEE 802.11 a/b/g/n technology and a VLC link, in which the unidirectional VLC channel
is exploited to supplement the conventional downlink RF channel. Such a system was
proposed and theoretically examined in [5]. Figure 2.1 shows the basic configuration of
this heterogeneous network. Such a system not only alleviates congestion caused by WiFi
access contention, but also resolves the potential problems of uplink transmission in VLC
networking. For more information and also the videos of experiments, please refer to our
website?.

To further exploit the potential available resources of WiFi and VLC, we extend
our investigation to the aggregation of multiple wireless interfaces. Although the hybrid
solution alleviates congestion at the WiFi access point, the maximum achievable download
data rate of this system is still limited by the single VLC link. In environments where
VLC hotspots are deployed pervasively, we aim to utilize any available RF resources
to supplement VLC links and provide additional capacity to devices requiring higher
throughput. Referring to [11], we can benefit from the bandwidth aggregation for not
only the improved throughput, but also the reliable packet delivery, load balancing and

low cost capacity increase. It is also shown that many efforts have been spent on the

I'The work of this chapter has been published in [35]
Zhttp://web.njit.edu/~abdallah/VLC/ (accessed 1-May-2014).
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bandwidth aggregation at different layers of the network protocol stack. Since our main
objective is to implement the aggregation with modification to the clients only without
affecting the server part, we focus our attention on the data link layer aggregation.

We utilize link aggregation through the use of two full-duplex wireless connections.
Both the bi-directional WiFi and VLC links are fully utilized to improve the achievable
throughput and provide a more robust network connectivity. Figure 2.2 depicts the
aggregated network. With combining multiple wireless access technologies, the system
takes the advantages of both communication techniques. We mathematically prove the
superiority of aggregated system with respect to the minimum average system delay. With
optimal traffic allocation between WiFi and VLC, the aggregated system provides a lower
minimum average system delay than another system that allocates each request to either
WiFi or VLC.

The main contributions are the following:

e The design and implementation of an asymmetric system comprised of WiFi uplink
and VLC downlink to increase overall network capacity with multiple users.

e The design and implementation of an aggregated system that simultaneously
activates both WiFi and VLC connections providing high throughput and more
reliable data transmission.

e Theoretical analysis that prove the superiority of the aggregated system over the
non-aggregated system in terms of minimum average system delay.

¢ Analysis and real experimentation on our testbed to evaluate the network performance
of two different systems under interactive web browser traffic and TCP throughput
with different levels of congestion.

2.2 System Model
In this section, we illustrate the models of two heterogeneous systems: i) Hybrid WiFi-

VLC system (Figure 2.3); i1) Aggregated WiFi-VLC system (Figure 2.4).
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Figure 2.2 Proposed aggregated WiFi and VLC network model.

2.2.1 Hybrid System
Challenges: The primary challenges of designing an asymmetric system are as follows:
1) Typically, uplink and downlink data streams based on WiFi connection between
the client and the server flow through the same routing path. In order to redirect the
data flow downloaded from the server to the client to the VLC hotspot, an intermediate
coordinator is needed to break the conventional downlink data delivery and forward
the data packets to the VLC hotspot. However, this process may generate inevitable
redundancy due to the need of extra devices to perform data redirection. In Figure 2.3,
we aim to assign the infrastructural router as the redirecting node, forwarding downlink
traffic to PC I and simultaneously providing PC II with an uplink wireless access point.
2) A typical small office home office (SOHO) wireless router has one wide area

network (WAN) port and multiple local network (LAN) Ethernet ports. Terminals
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Table 2.1 An Example of Static Routing Table

Dst IP Subnet Mask Next hop Metric
192.168.1.100 | 255.255.255.255 | 192.168.1.200 2

connected to the router through either wired or wireless links belong to the same
sub-network. This router serves as an edge router with a gateway IP address. Intuitively,
we might be able to activate the routing function on PC I in Figure 2.3, in order to
directly forward the data packets from the router to PC II. However, due to the OS kernel
built-redirecting function, the simple forwarding method based on the routing function
may not be useful. Since the destination IP address of the data packets that arrive at the
network interface card (NIC) A-1 is actually the IP address of NIC B-1, the packets will
be redirected back to PC II through the router instead of the VLC link, if the forwarding
function of PC I is activated.

3) In a typical TCP connection, the client initiates a three-phase handshake process
with the server. According to the OSI model, the client first generates a SYN data segment
at the application layer. After that, the data segment is encapsulated with IP headers at the
network layer before being sent out through the NIC. Since the client starts listening to
the socket with the same TCP port and IP address as that used during encapsulation, the
following problem occurs. If the packets from the server are received from a different
NIC with different socket information, they may not be selected by the application that
initiated the TCP connection. In Figure 2.3, the requests are transmitted through NIC B-1
while the responses are received from NIC B-2. The above problem is encountered in the
asymmetric system in Figure 2.3.

System Design: Figure 2.3 demonstrates the hybrid system model for indoor

Internet access. The system consists of a downlink VLC channel and an uplink WiFi
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Figure 2.4 Aggregated system architecture.

channel. To resolve the challenges mentioned earlier, three procedures (each one of these
procedures corresponds to one of the above challenges) need to be performed as follows:
1) To address the problem mentioned in the first challenge, a static routing table is
enabled at the router. Rather than dynamically forwarding IP packets as normal, the router
follows a manually-configured routing entry with three items: i) destination IP address, ii)
subnet mask, and iii) next-hop router IP address. Table 2.1 shows an example of routing IP
traffic destined for the 192.168.1.100/24 via the next-hop router with the IPv4 address of

192.168.1.200/24. In the proposed hybrid system, one active static routing rule redirects

IP packets destined for NIC B-1 to NIC A-1 instead.
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Algorithm 1 Pseudo Code of Socket Program

Require:
Define BufferSize MTU;
Set socket s for frames capture;
Set socket d for frames retransmission;
Bind socket s to NIC A-1;
Bind socket d to NIC A-2;
Ensure:
1: while 1 do
2 Receive frames from socket s and store into buffer msg[BufferSize];
3:  if frame length > MTU then
4: Continue;
5:  if frame desitination IP addr = IP B-1 then
6: Change dest MAC addr to MAC B-2;
7 Change src MAC addr to MAC A-2;
8 Change dest IP addr to IP B-2;
9: Compute IP checksum;
10: Compute TCP checksum;

11: Compute UDP checksum;
12: Send modified frames to socket d;

2) After successfully arriving at the relay node (PC I), server IP packets need to
be further forwarded to the client through NIC A-2. In the Linux OS, the IP packet
forwarding function is enabled by changing the value of ip_forward under the path
“/proc/sys/met/ipv4/ip_forward” from O to 1. As mentioned in the challenge (2) earlier,
if we activate the forwarding function on PC I, the arrived IP packets will be redirected
back to PC II through NIC A-1 instead of NIC A-2. Therefore, we must set the value
of ip_forward to 0. Rather than relying on the forwarding function, we utilize the socket
programming based on SOCK_PACKET type [36].

The SOCK_PACK ET mechanism in Linux is used to take complete control of
the Ethernet interfaces. Due to the capability of capturing frames from the data link layer
and placing a pointer which points to the first byte of each frame (the first byte of MAC
header), SOCK _PACKET is suitable for MAC frames capturing and retransmission.
Algorithm 1 represents the relaying functionality. In the algorithm, we first define the

buffer size according to the maximum transmission unit (MTU) which is a default value
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Figure 2.5 Flow of MAC and IP headers of packets between server and client, a) downlink
flow and b) uplink flow.

in the router. Then two sockets of the SOCK_PACK ET type are created and bound to
NIC A-1 and NIC A-2. After the initialization phase of key parameters, the iteration phase,
which includes receiving, processing and retransmission, is started. To avoid the alert of
no buffer space available for the sending function, the received frame length needs to be
checked. If the length is larger than the defined MTU, the frame must be discarded. Also,
the destination IP address of the captured frames for efficient relaying is checked. If it is
the same as the IP address of NIC B-1, we manually modify packet’s MAC and destination
IP address. To realize the Internet access, the checksums of IP, TCP and UDP need to
be recomputed before sending the packets to the client. This is because the checksum
computation includes the destination IP address.

3) As it is mentioned in challenge (3) earlier, the application that initiates the TCP
connection to the server will listen to the socket with the IP address of NIC B-1 but not
NIC B-2. The OS kernel will not do any action on the packets although they are not
filtered by the NIC. A possible solution is changing the destination IP of the packets to

the IP address of NIC B-1. However, due to the fact that the destination IP address of
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the packets is not that of the port they are received from, the packets should be forwarded
based on the routing table. To overcome this difficulty, an approach called “operating
system spoofing” is proposed.

Operating System Spoofing: The basic idea of this approach is to manually make
the OS listen to NIC B-2 while transmitting out the packets through NIC B-1. Assume
that the IP addresses of NIC B-2 is 192.168.2.100/24 and the default gateway of PC
IT is 192.168.1.1/24. The default gateway is deleted and a new one within the subnet
192.168.2.0/24 (e.g., 192.168.2.1/24) is added. In addition, an entry in the ARP table
on PC II (e.g., arp -s 192.168.2.1 ab:ab:ab:ab:ab:ab) is added. When these two steps
are completed, PC II will believe that there is a next-hop gateway connected to NIC B-2
even though this gateway does not exist. With the ARP spoofing, all packets generated
at the application layer on PC II are forwarded to NIC B-2 and stop there because of the
physical layer blocking. The most significant point at this moment is that the applications
are listening to the socket with the IP address of NIC B-2.

After the configuration of the routing and ARP tables, a socket program, that
implements packets copying, headers modification and retransmission, is run. Similar
to the program run on PC I, the socket of type SOCK _PACK ET is used to capture the
packets flowing through the device driver layer of NIC B-2. With the returned pointer,
the source IP and MAC addresses of the copied packets to the IP and MAC addresses
of NIC A-1 are altered. Also, we change the destination MAC address to router’s LAN
MAC address. The checksums of IP, TCP and UDP need to be recomputed. After all
the modifications of the IP and MAC headers are completed, the packets are sent to the

router through NIC B-1. From the router’s point of view, the client’s IP is the IP address
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of NIC B-1. However, from the client’s point of view, it connects to the Internet with the
IP address of NIC B-2. Figure 2.5 reveals the variation of IP and MAC headers.

Note that, compared to the previously published work [37], the achievable network
throughput of the proposed hybrid system has been enhanced. For the packets captured on
PC 1II, a selective condition before sending them to the router is added. Only the packets
with a source IP same as the IP address of NIC B-2 are processed by the program. Since
the capture function returns the packets not only in the transmitting buffer of NIC B-2 but
also in the receiving buffer, the added condition saves half of the redundant processing

time in the unmodified program.

2.2.2 Aggregated System

Figure 2.4 demonstrates the link aggregation system model including the full-duplex WiFi
and VLC connections. Since the bonding driver provided by Linux operating system is
only capable of aggregating Ethernet interfaces, both NIC C-1 and NIC C-2 of PC I (client)
are Ethernet cards. The wireless Router I working in client mode, is connected to PC I
through Ethernet cable and connected to Router II through bi-directional WiFi link. The
other network connection between the PC I and the Router II is a bi-directional VLC
link, which is established by two VLC transceivers. The bi-directional VLC link will be
described in Section 2.4. The two NICs on PC I are in the same subnet and the IP address
of Router II LAN is used as the IP address of the gateway of PC I, when the aggregation
configuration is not enabled. On the right side, PC II (server) is connected to the WAN port

of Router II. Thus Router II acts as an intermediate node between two different networks.
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To implement the data link layer aggregation, we utilize the Linux Ethernet bond
driver [38]. The driver provides a method to aggregate multiple Ethernet interfaces into
a single logical “bond” interface. The behavior of the artificial interface depends on the
selected mode. There are seven modes in bonding configuration: 0) Balance-rr; 1) Active-
backup; 2) Balance-xor; 3) Broadcast; 4) 802.3ad; 5) Balance-tlb; 6) Balance-alb. Modes
0, 2 and 4 require extra switch support, which conflict with our objective of not having
extra devices. Under Mode 1, only one slave in the bond is active. The other slave
becomes active if and only if the active slave fails. Thus, the maximum throughput that
can be achieved in this mode can not exceed the highest one of the slaves. In Mode 3,
the same packets are sent through all slave interfaces, in order to provide fault tolerance.
Therefore, only Mode 5 and Mode 6 are left to choose from. For the goal of achieving
higher aggregated throughput without any modification to the server side or even to the
next hop of the client, Mode 6 is the best option.

Mode 6 (adaptive load balancing) contains Mode 5 (adaptive transmit load balancing).
Also, Mode 6 integrates the receive load balancing for the IPv4 traffic and does not require
any switch support. Load balancing at the receiver is achieved by ARP negotiation. The
bond driver intercepts the ARP response sent from the host and changes the source MAC
address to the unique MAC address of one of the slaves. It enables the peers to use
a different MAC address for communication. Typically, all the slave ports will receive
the broadcast ARP requests from the router. The bond driver module intercepts all the
ARP responses sent from the client, and computes the corresponding port that the client
expects to receive data from. Then the driver modifies the source MAC address of the ARP

response to the MAC address of the corresponding port. The destination MAC address is
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kept the same as the MAC address of the router LAN. Note that each port can send the
ARP response not only with its own MAC address but also with the MAC address of the
other slave port. The received data traffic can be load balanced in either way. When the
client sends the ARP request, bonding driver copies and saves the IP information of the
router. When the ARP reply from the router arrives, the bond driver extracts the MAC
address of the router and sends an ARP response to one of the slave ports (this process is
the same as the received load balancing process mentioned above). One potential problem
in ARP negotiation is that when the client sends out the ARP request, it uses the MAC
address of the logic bonding interface. Thus, after the router learns this MAC address,
the downlink traffic from the server flows through the corresponding slave port which
may not be the intended one. This problem can be addressed by sending the updated
ARP response. The client sends the ARP responses to all slave ports and each response
contains the unique MAC address of each slave port. Thus, the downlink traffic from the
server are redistributed. The receive load [38] is allocated orderly from the slave with
widest bandwidth.

In Figure 2.4, when Router II broadcasts the ARP request to PC I, PC I typically
sends back an ARP response with the bonding MAC address and the bonding IP address.
However, under the adaptive load balancing mode, the bonding driver intercepts the APR
response and changes the source MAC address to that of one of the slaves (e.g., NIC C-1).
Thus, when the router receives the ARP response, it refreshes its ARP cache with a new
entry (Bond IP: NIC C-1 MAC). To increase the total bandwidth of the client, PC I sends

back the ARP response with the NIC C-2 MAC address when the capacity of NIC C-1
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is exhausted. After receiving the new ARP response, the router updates its ARP cache

(Bond IP: NIC C-2 MAC).

2.2.3 Analysis
“Spectrum crunch” [1] is a challenging problem in WiFi networks. Due to the limited
bandwidth, although the efficiency of the spectrum utilization has been highly improved,
the degradation of network throughput caused by the growing number of WiFi users
and other devices operating in the 2.4 and 5 GHz bands is still inevitable. Also, the
network delay could be much larger when the number of users in the same WiFi access
point increases. Because of the CSMA/CA mechanism defined in 802.11 standards [39],
the average back-off time is unavoidably increased when there exists more mobile users
located in the same WiFi coverage. To circumvent these unexpected user experiences, the
hybrid WiFi-VLC system is presented. Although the uplink WiFi may be in contention
with other WiFi users, the downlink VLC is an independent data communication channel
from the WiFi channels. In our daily life, downloading happens much more frequently
than uploading; hence having an undisturbed VLC download channel may provide a
satisfactory Internet surfing experience. Regarding the increasing demand for downlink
bandwidth, the hybrid VLC user does not need to compete with other WiFi users for the
RF spectrum. Therefore, the network delay will be reduced.

In some specific scenarios where the uplink VLC is allowable, aggregating both
bi-directional WiFi and VLC links can provide more available bandwidth. Taking the
shortages of VLC into account, the aggregated system is more robust than the hybrid one.

As the distance between the front-ends of WiFi and VLC is increasing or the channel
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blocking duration is increasing, the performance of VLC channel may drop quickly.
However, these two factors are not influential in WiFi communication when considering
the short distance for indoor links. Aggregation may not only achieve higher average

throughput, but also maintain the advantages of both WiFi and VLC.

2.3 System Delay Analysis

In this section, we show the benefits of the aggregated system theoretically. This is done
by comparing the delay performance of this system to another system that assigns each
request to either the VLC channel or the WiFi channel. In the aggregated system, any
request is divided into two and the resulting two pieces of the request are forwarded to
the WiFi and VLC channels, respectively. We also derive the optimal requests splitting
ratio. In the second system, the request is forwarded to either WiFi or VLC channel. The
optimal ratios of the requests to be forwarded to either WiFi or VLC are also derived for
this system. The major result we get in this section is that the minimum average delay of
the aggregated system is always lower than that of non-aggregated system. We realize that
the effect of lower delay will be less drastic as the number of VLC hotspots increases.

In our system model, we have one WiFi AP and one VLC hotspot. Requests arrive
to the system according to a Poisson process with rate A. The size of the request follows an
exponential distribution with an average value of ;. The bandwidth of the WiFi channel

and the VLC channel are B; and Bs, respectively. We assume that B < Bs.
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Figure 2.7 Queuing model representing the Non-aggregated system model.

2.3.1 Aggregated System Analysis

Let « represent the percentage of the request’s size that is sent to the WiFi channel. Based
on the above discussion, the aggregated system can be represented by the queuing system
in Figure 2.6. Since one request is split into two and forwarded to each channel, the
average requests arrival rates for WiFi and VLC are both ). Since j represents the average
request size, the average serving rates of WiFi and VLC are B;/au and By /(1 — a)p,

respectively.

Lemma 1. In the aggregated system model, the minimum average system delay is
P L
Bi+Ba—X\p”

Proof. The optimization problem can be written as follows:
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Objective: min E[max(Dw;r;, Dvrc)] 2.1
st.0<a<1
A< Bi/apu
A< By/(1—a)u

B, < B,

Based on M/M/1 queuing model, the average system delay of WiFi and VLC

are exponentially distributed with average rates Dy;p; = m and Dy =
m, respectively. In the aggregated system model, when one request comes,
it is separated into two. One part of the request is sent to the WiFi channel and the other
part is sent to the VLC channel at exactly the same time. Also, the sizes of the two parts of
the request are dependent. Therefore, minimizing the maximum delay of WiFi and VLC,

given in equation (1), is equivalent to Dy ;; = Dy rc. According to the above discussion,

we can conclude that the optimal o and the minimum average system delay are

Oéopt,agg - Bl +BQ

1
Dmin,a =
99 Bl -+ BQ — )\,u
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2.3.2 Non-aggregated System Analysis

Let o denote the percentage of the requests that is sent to the WiFi channel. The non-

aggregated system is equivalent to the queuing system in Figure 2.7. We assume that

the requests are randomly allocated to each channel. Hence, the requests arrival for each

queue is still Poisson process. The average requests arrival rates in WiFi and VLC are a.\

and (1 — a)\, respectively. Since there is no request splitting in this model, the average

serving rates of WiFi and VLC are B /u and By /i, respectively.

Lemma 2. In the non-aggregated system model, the minimum average system delay is

Dmin,non,agg =

22— B2 (1—v/B)?
A[B2(B+1)—Au] ?

KB
Bo—Au’

. By
if 21—

otherwise

Proof. The optimization problem can be presented as follows:
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Figure 6.18 XY view (top) of PDs in grid structure.

Besides the modulation frequency, viewing angle also affects the amplitude of the
signal produced by LCD shutter. We place the Pi-cell between a small light bulb and
a photodetector (PDA36A from Thorlabs) at 8 values of azimuth angles (i.e., 0°, 45°,
90°, 135°, 180°, 225°, 270° and 315°) and 9 values of elevation angles (i.e., 0°, 5°, 10°,
15°, 20°, 25°, 30°, 35° and 40°) to measure the signal amplitude. The results are shown
in Figure 6.17. When the elevation angle is not larger than 30°, the variation of signal
amplitudes for different azimuth angles is very small. However, when the elevation angle
increases above 30°, the signal amplitudes at azimuth angle of 45° and 225° are much
lower than those at other azimuth angles. Therefore, the isotropic property of circular
retroreflector may not hold when the incidence angle to the front face of retroreflector
is larger than 30°. This issue can be resolved by selecting the closest PDs to perform
localization, but it still restricts the orientation range to some extent. Another solution
might be using dispersion film instead of LCD shutter, such that the viewing angle issue
does not exist. However, the properties and limitations of dispersion film need to be
studied thoroughly in the future. In Figure 6.17, we can also observe that as the elevation

angle of Pi-cell increases from 0° to 30°, the signal amplitude decreases. We use a linear
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function v(#) = 1—0.0056 to approximate the attenuation caused by the viewing angle of
Pi-cell, where @ is the incidence angle to the front face of the retroreflector. To compute the
received optical power using (6.9), the right hand side of the equation needs be multiplied

by +? since the light rays pass through the Pi-cell twice.

6.6.2 Grid Structure Photodiodes Based Localization Accuracy
Recall that the light leaking problem restricts all the received signal amplitude measurements
at zero azimuth angle (Figure 6.11). The problem can be handled by manufacturing a
corner-cube with three reflecting surfaces as normal mirrors. However, we are using the
COTS corner-cube retroreflector, which is designed for laser based applications. Due
to the intrinsically isotropic property of circular corner-cube retroreflectors, the light
leaking problem caused by laser application-oriented COTS product manufacturing does
not hinder the evaluation of localization accuracy. We apply the measurement results
using one PD to a realistic localization system, where multiple PDs are mounted on the
LED panel in a grid structure with intervals of 20 cm. A central controller is used to
monitor the signal amplitudes from all the PDs. Once the central controller detects the
signal at certain frequency (20 Hz in our experiment), it selects the PD, whose output
signal amplitude is the largest, as the central one and uses the other 4 PDs around the
central one to perform the localization algorithm. As shown in Figure 6.18, the area
within the dashed-line square is the region, in which we are evaluating the localization
accuracy when the elevation and the azimuth angles of the retroreflector are both zero.
We select 400 positions uniformly within the dashed-line square region and compute

the corresponding horizontal distances to each PD. Then we perform the signal amplitude
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Figure 6.22 Empirical CDF of 2D location
and orientation error.

measurement using one PD at all horizontal distances. After we measure the signal

amplitudes at four different heights (75 cm,

1 m, 1.25 m and 1.5 m), we input them

to the RSSI and trilateration based localization algorithm (Section 6.4) to evaluate the

localization accuracy. In Figure 6.19, we apply

our algorithm for 3D localization, in which

the height is unknown, and we can observe that, at the height of 1.5 m, the location errors

are less than 6 cm in 90% of the cases and the

median error is only 2 cm. In Figure 6.20,

the height is known, at the height of 1.5 m, the location errors are less than 2 cm in 90%

of the cases and the median error is only 1 cm.
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Table 6.1 Comparison with VLC-based Localization Systems.
Evaluated. FP and AoA are Fingerprinting and Angle-of-arrival, respectively.

N/E Stands for Not

| System | Epsilon | Luxapose | PIXEL | Litell | Navilight [ RETRO |
Reference [29] [30] [31] [32] [33] [this]
Location 0.4 m 0.1 m 03m |[0.Im Im 2cm
accuracy (90%)
Orientation N/A 3° N/E N/A N/A 1°
accuracy
Method Model AoA AoA FP FP Model
Database No Yes Yes Yes Yes No
Unmodified No No Yes Yes Yes Yes
infrastructure
Require multiple Yes Yes No No No No
light sources
Require camera No Yes Yes Yes Yes No

Angular error (degree)

Figure 6.23 Orientation error when the location is known.

-5 0 S5
retrorelector placed at (0,0)

Elevation angle d. (degree)

0
retrorelector placed at (10,0)
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To evaluate both the location and the orientation accuracy, due to the light leaking
problem and viewing angle restriction, we only consider PD1, PD2 and PD3 in Figure 6.18
to evaluate the elevation angle accuracy when the retroreflector is placed at (0,0) and
(10,0) where the height is 1 meter. Note that the viewing angle restriction to valid
orientation detection range might be resolved by utilizing dispersion film which needs
to be investigated thoroughly, or by leveraging a gyroscope and sending the detected
orientation information back to the tracking system via the uplink enabled by the
retroreflector. We vary the elevation angle from -10° to 10° when the retrorelector is
placed at (0,0) and vary the elevation angle from -5° to 5° when the retroreflector is placed
at (10,0). In Figure 6.21, we apply our 3D localization algorithm, in which the height is
unknown, 90% of the location errors are less than 12 cm and 80% of the angular errors
are less than 6°, the median location and angular errors are 3 cm and 2°, respectively. In
Figure 6.22, the height is known, 80% of the location errors are less than 5 cm and 80%
of the angular errors are less than 3°, the median location and angular errors are 1 cm and
1°, respectively. As far as we know, in VLC-based localization systems, Luxapose [30]
is the only system that both enables the tracking of devices’ orientation and evaluates the
orientation accuracy. In our 3D location and orientation results (Figure 6.21), using simple
and cheap PDs, we are able to achieve parity with the 2D location and orientation results
(i.e., height is known) of systems such as Luxapose [30] that requires CMOS imager and
heavy computation to obtain angle-of-arrival (AOA) information. In our 2D location and
orientation results (Figure 6.22), we are able to achieve 40% improvement in both location

and orientation accuracy compared to Luxapose.
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In Figure 6.23, we only evaluate the orientation error from localization. Compared
to Luxapose [30], in which the angle error falls in 3° when only orientation is evaluated,
we are able to achieve 60% improvement in terms of orientation accuracy. In addition,
Luxapose [30] requires four or five customized light beacons to be visible for a camera
to achieve decimeter-level location accuracy and roughly 3° orientation error. However,
by relying on only one single unmodified light source, RETRO extends the available
localization area, within which centimeter-level location accuracy and 1° orientation error
can be achieved without requiring computation and heavy sensing, like camera, on the

device.

6.7 Related Work
RF-based localization approaches. The localization accuracy (less than 1 meter) of
RFID [102] depends on densely deployed RFID readers, which are very expensive.
Utilizing existing infrastructure, WiFi-based localization [103, 104] can locate devices
within large range (e.g., 150 meters). Although in the most recent WiFi-based localization
works [103, 104], authors claim that the WiFi-based localization approach can achieve
decimeter-level accuracy, the location error reaches to 2 meters at the 80th percentile,
which can cause destructive outcome for some location error sensitive applications.
Bluetooth low energy (BLE), such as iBeacon [105], is intrinsically low frequency
radio (i.e., use the same spectrum as WiFi) and therefore, the location error can still
reach to meter-level and the interference to WiFi-based user devices is considerable.
Ultra-wideband (UWB)-based localization [106] is able to achieve location precision

within tens of centimeters. Nevertheless, the high cost of hardware, shorter battery lifetime
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than BLE, and lack of interaction with the current devices render UWB-based localization
not being used universally.

VLC-based localization approaches. Existing VLC based localization works are
not suitable for real-time tracking of passive [oT devices not only because of the absence
of backward channel. Epsilon [29] and Luxapose [30] require modified light infrastructure
by adding extra driver circuit. Litell [32] requires specific unmodified light source like
fluorescent lamp. Luxapose [30] and PIXEL [31] require a power-consuming camera
facing upward to keep capturing images containing enough landmarks. Navilight [33]
requires the object to move for a certain distance to collect light intensity pattern. Based
on existing light infrastructure with any unmodified light source, RETRO is capable
of locating the position and detecting the orientation of any passive IoT devices with
ultra-low power and no camera, expensive sensor, or computational capability at the
devices. Although [31-33] are able to execute localization based on a single light source,
they either necessitate camera to enable image processing [31, 32], or cannot locate
static objects [33]. Utilizing a single light source, RETRO can achieve centimeter-level
location accuracy and single-digit orientation error. For a typical retail setting with ceiling
lamps, the localization performance can be achieved every few meters, perhaps with dead
reckoning filling in the gaps. A comparison with VLC-based localization systems is

summarized in Table 6.1.

6.8 Conclusion

In this chapter, we propose and prototype RETRO, which to the best of our knowledge

for the first time enables backward channel from the object to landmarks for VLC-based
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localization systems. Embracing all the advantages of VLC-based localization approach,
such as high accuracy, orientation sensitivity, no interference to RF-based devices,
RETRO is capable of utilizing any single unmodified light source to execute real-time
tracking of location and orientation of any passive IoT devices with ultra-low power
and no computational capability at the devices. A set of extensive experimental results
demonstrate that RETRO achieves remarkably good performance, and centimeter-level
location error (i.e., less than 2 cm location error at 90% of the time) as well as up to 1°

orientation error.
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CHAPTER 7

SUMMARY AND FUTURE DIRECTIONS

7.1 Summary
As an alternative indoor wireless access technology, VLC embraces advantages including
wide unlicensed bandwidth, no interruption to RF-based applications, jointly performing
illumination and communication, ubiquitous infrastructure, and energy-efficient data
transmission. In this dissertation, we study the heterogeneous integration of such
directional wireless medium usage into the next generation wireless networks, which
requires careful design of PHY and MAC layers to address the challenges of VLC.

One major challenge of VLC is the absence of uplink channel. Ubiquitously
deployed lighting infrastructure can only provide downlink data transmission while
the uplink VLC requires energy-constrained mobile devices to turn on additional light
sources, which may also result in alignment and glaring issues. To overcome the uplink
challenge, in Chapter 2, we design and implement a hybrid WiFi-VLC system, in which
a WiFi1 channel is utilized to supplement the uplink data transmission. The asymmetric
system design (i.e., the uplink wireless access technology is different from the downlink
one) has two main problems that need to be resolved. One problem is the IP traffic flow
redirection and the other one is a single duplex communication link operated by two
separated network interface card. We rely on IP static routing to address the first problem
and devise an operating system spoofing method to tackle the second problem. To further

enhance the system capacity in situations where uplink VLC is available, we implement
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an aggregated system based on Linux bonding driver that achieves the addition bandwidth
of WiFi and VLC links.

System delay is a critical QoS metric in heterogeneous system design. In
Chapter 3, we study the optimization of average system delay in heterogeneous RF-VLC
networks and evaluate the minimum average system delay under two configurations: 1)
non-aggregation — any request is either allocated to RF or VLC; ii) aggregation — each
request is split into two pieces, one is forwarded to RF, and the other is forwarded to
VLC. Different practical network settings are considered, such as contention and backoff
based WiFi network, centralized resource allocation based RF femtocells, and VLC with
blockage. The main results reveal that aggregation setting may not be beneficial in terms
of minimum average system delay in a contention based crowded network.

The dual use nature of VLC allows it to jointly perform illumination and commu-
nication, yet given the same emitted optical power, communication consumes additional
total power due to the switching loss in driver circuitry. In Chapter 4, we formulate an
optimization problem of minimizing the total power consumption in a multi-user VLC
indoor network taking into account the constraints of user traffic demands and illumination
requirements. Considering the large number of variables and the sparsity of non-zero
variables in the optimal solution, we apply the efficient column generation method along
with an e-bounded termination condition to resolve the optimization problem.

VLC backscatter is a new reflection based communication approach that enables
ultra-low power consumption for IoT applications. Nevertheless, the state-of-the-art VLC
backscatter’s link capacity is limited by the effective modulation bandwidth of LCD

shutter. In Chapter 5, we propose and prototype a novel pixelated VLC backscatter system.
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Instead of sending the optical signal by one set of modulator (i.e., LCD shutter) and
reflector, multiple sets of modulator and reflector are operated independently to generate
multi-level signals, which enables more advanced modulation scheme than the OOK
scheme, such as PAM and OFDM, and orthogonal multiple access.

In VLC based localization system, the absence of uplink channel limits the
state-of-the-art approaches to client-based localization which leads the heavy computation
and sensing burden on the IoT devices. In Chapter 6, we apply the VLC-backscattering
concept to VLC localization. Multiple PDs mounted on an unmodified single light source
act as landmarks. A circular corn-cube retroreflector along with a LCD shutter are
equipped on the IoT device to produce the location and orientation signatures. Based on
geometry analysis and mathematical derivation, we model the path loss of retroreflection.
Combining the path loss of free space optical propagation and retroreflection, RSSI
and trilateration technique is utilized to locate the IoT devices without computation and

sensing requirements on the devices.

7.2 Future Direction
The current hybird WiFi-VLC system design either operates in an asymmetric mode (i.e,
WiFi uplink and VLC downlink) or in an aggregation mode (i.e., two duplex WiFi and
VLC links). One future direction is to integrate these two modes in one system, enhance
the flexibility of link capacity usage and simplify the system configuration. Integration of
the asymmetric mode and the aggregation mode will allow the client device to fully utilize
the available channels and keep VLC in a practical setting. Adjusting the link capacity

utilization in an adaptive manner will enable the realistic network level optimization in
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a multi-user scenario. The system simplification is also important since it improves the
compatibility and makes the system easy to be implemented in other research institutes
for measurements and evaluations.

The initial attempt of applying VLC-backscattering concept to localization system
is based on a single circular corner-cube retroreflector and a flat LED panel with light
evenly distributed on the light emitting surface. Taking into account accuracy of model,
reflection factor, weight, size and distinguishability of different locations and orientations,
different types of retroreflector (e.g., corner-cube retroreflector array, retroreflective sheet
and retroreflective spray paint) will be investigated to understand the pros and the cons
of each type of retroreflector and have a clear vision about the appropriate application
scenarios of each type of retroreflector. The accuracy of modeling light distribution and
light emission pattern will directly affect the accuracy of the RSSI and trilateration based
localization. To accurately model these two factors, we will study different types of
lamps that are generally used for indoor illumination. The modeling process needs to
take into account the placement of original light source (e.g., LED arrays, fluorescent
tubes and incandescent bulbs), the internal reflection and the scattering effect of lighting
infrastructure frames. If the emission pattern is not isotropic, additional compensation
functions need to be applied to correlate the received optical power of PDs and the
retroreflector’s location coordinates.

LCD shutter is adopted in our prototyped retroreflected based localization system.
Although the LCD shutter along with the driver circuitry only consume around 200 p/W,
it still needs a power harvesting circuit to support the reflected signal modulation. One

future direction is to eliminate the electronically driven components on the IoT devices by
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utilizing cheap and light-weight dispersers to produce location and orientation signatures.
The main operational principle is — the retroreflected unpolarized white light first passes
through a polarizer and becomes polarized white light, then a disperer is added to disperse
the polarized white light by distributing different colors on different polarization, another
polarizer is placed at the received side to capture the chromatic light that can be quantified
using a vector in RGB domain (i.e., color). One way to generate location signatures
is utilizing grid structure dispersers to project different polarization patterns on the user

plane.
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