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ABSTRACT

SECURE ENTITY AUTHENTICATION

by
Zuochao Dou

According to Wikipedia, authentication is the act of confirming the truth of an

attribute of a single piece of a datum claimed true by an entity. Specifically,

entity authentication is the process by which an agent in a distributed system

gains confidence in the identity of a communicating partner (Bellare et al.).

Legacy password authentication is still the most popular one, however, it suffers

from many limitations, such as hacking through social engineering techniques,

dictionary attack or database leak. To address the security concerns in legacy

password-based authentication, many new authentication factors are introduced, such

as PINs (Personal Identification Numbers) delivered through out-of-band channels,

human biometrics and hardware tokens. However, each of these authentication

factors has its own inherent weaknesses and security limitations. For example,

phishing is still effective even when using out-of-band-channels to deliver PINs

(Personal Identification Numbers). In this dissertation, three types of secure entity

authentication schemes are developed to alleviate the weaknesses and limitations of

existing authentication mechanisms: (1) End user authentication scheme based on

Network Round-Trip Time (NRTT ) to complement location based authentication

mechanisms; (2) Apache Hadoop authentication mechanism based on Trusted

Platform Module (TPM) technology; and (3) Web server authentication mechanism

for phishing detection with a new detection factor NRTT . In the first work, a new

authentication factor based on NRTT is presented. Two research challenges (i.e.,

the secure measurement of NRTT and the network instabilities) are addressed to

show that NRTT can be used to uniquely and securely identify login locations and

hence can support location-based web authentication mechanisms. The experiments



and analysis show that NRTT has superior usability, deploy-ability, security, and

performance properties compared to the state-of-the-art web authentication factors.

In the second work, departing from the Kerberos-centric approach, an authentication

framework for Hadoop that utilizes Trusted Platform Module (TPM) technology is

proposed. It is proven that pushing the security down to the hardware level in

conjunction with software techniques provides better protection over software only

solutions. The proposed approach provides significant security guarantees against

insider threats, which manipulate the execution environment without the consent of

legitimate clients. Extensive experiments are conducted to validate the performance

and the security properties of the proposed approach. Moreover, the correctness and

the security guarantees are formally proved via Burrows-Abadi-Needham (BAN) logic.

In the third work, together with a phishing victim identification algorithm, NRTT is

used as a new phishing detection feature to improve the detection accuracy of existing

phishing detection approaches. The state-of-art phishing detection methods fall into

two categories: heuristics and blacklist. The experiments show that the combination

of NRTT with existing heuristics can improve the overall detection accuracy while

maintaining a low false positive rate. In the future, to develop a more robust and

efficient phishing detection scheme, it is paramount for phishing detection approaches

to carefully select the features that strike the right balance between detection accuracy

and robustness in the face of potential manipulations. In addition, leveraging Deep

Learning (DL) algorithms to improve the performance of phishing detection schemes

could be a viable alternative to traditional machine learning algorithms (e.g., SVM,

LR), especially when handling complex and large scale datasets.
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CHAPTER 1

INTRODUCTION

Authentication is the process of gaining assurance that an entity is performing

robustly and precisely as intended [132] [33]. The authentication entity could be

an end user, a web server, a service or even a hardware platform. The authentication

credentials for a platform/service could be a certificate (e.g., X.509 certificate [59]), a

ticket (e.g., Kerberos ticket [99]), or a hardware signature (e.g., Physical Unclonable

Functions [113] ) etc. On the other hand, the authentication credentials for a user

fall into three categories: (1) Something you know (e.g., a password) which is the

most common kind of authentication used for humans. (2) Something you have

(e.g., a smart card) that some object must be with the user any time he want to be

authenticated. (3) Something you are (e.g., a fingerprint) which is based on something

intrinsic to the principal being authenticated.

In this dissertation, we present three types of entity authentication works using

existing and novel techniques: (1) End user authentication: a novel and robust

authentication factor based on network communications latency (Chapter 2); (2) Web

server authentication: a novel and robust phishing detection feature (Chapter 3); and

(3) Platform and service authentication: robust insider attacks countermeasure for

Hadoop: design & implementation (Chapter 4); The dissertation is finally summarized

in Chapter 5.

1.1 End User Authentication

The proliferation of cloud-based services (Gmail, Dropbox, Amazon, Facebook, etc.)

and other web services (social sites, E-commerce, etc.), makes end user authentication

a very important security mandate to enable secure interaction with such services.

Each of the traditional web authentication approaches (e.g., legacy password, multi-

1



factor authentication, etc.) has its inherent weaknesses and suffers from one or more

of the following limitations: (1) potential compromise of credentials through, for

example, internal observation, social engineering, spyware, and leakage from other

verifiers; (2) having single point of failure as in the case of Facebook Connect [93];

(3) vulnerable to active man-in-the-middle attacks through phishing or pharming

[47]; and (4) sometimes having poor user experience due to typing of extra bits of

information or using extra channel or device.

Legacy password authentication is still the most popular one, however it suffers

from many obvious usability and security limitations. For example, users who have

multiple web accounts have either to memorize multiple passwords (poor usability)

or use the same password on multiple accounts (poor security). There have been

many attempts to enhance usability of legacy passwords including LastPass [10],

Facebook Connect [7], and federated passwords such as OpenID [107]. LastPass

remembers user password and fills in the corresponding password fields automatically,

when required. Facebook Connect enables users to sign on into different web services

using their same (e.g., Facebook) authentication credentials. Similarly, OpenID [107]

simplifies web-access by maintaining all the passwords of a user for different website,

and requiring the user to only remember one password, the OpenID password. Then,

while browsing, OpenID provider presents the appropriate password of the user to

other websites, that is, OpenID provider authenticates on behalf of the user. While

such attempts enhance usability, it badly hurts security because attackers gain the

benefit of compromising many web services with single password compromise. To

enhance the security of legacy passwords, graphical passwords [121] and cognitive

passwords [130] have been introduced. However, the proliferation of web services

combined with legacy password vulnerabilities fuels authentication based attacks as

evidenced by RSA study in 2015 [5], which shows that 80% of successful cyber attacks

exploit authentication credentials.
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To overcome the inherited weaknesses of legacy password mechanisms, 2-factor

authentication (2FA) schemes were introduced [108]. 2FA schemes require not only

a password but also an additional piece of information shared only with the user via

out-of-band channels or devices, such as phone SMS and hardware tokens (e.g., RSA

SecurID [13]). However, 2FA schemes introduce new vulnerabilities and suffer from

the following limitations:

1. 2FA does not protect against man-in-the-middle attacks (through, e.g., phishing
[62, 65]).

2. Additional information is exchanged with user through different channels/devices
that are likely to be compromised. For example, smartphone SMS is among
the most widely used 2FA channels but the smartphone itself is vulnerable to
loss and theft (e.g., 4.7 million phones were lost or stolen during 2013 in USA
only [4]). Moreover, smartphones are becoming more and more susceptible to
mobile malware/spyware infections. For example, earlier this year, Symantec
revealed an active Android malware that can intercept SMS messages with 2FA
codes and forwards them to attackers [16]).

3. 2FA may have (i) poor usability, due to typing of extra bits of information and
(ii) poor accessibility, due to the use of extra channel/device.

Biometric-based approaches have also been considered to support secure

authentication by leveraging the uniqueness of physical or behavioral characteristics

of individuals [129]. Nevertheless, there are quite a few limitations that prevent it

from being widely adopted as a web authentication mechanism:

1. Similar to 2FA, biometric authentication schemes have no protection against
active man-in-the-middle attacks for web access.

2. Biometric schemes have even worst user experience due to the extra overhead
required to characterise individuals, e.g. scanning or recording user’s physical
or behavioral characteristics.

3. Often a special device is required for biometric input, which incurs extra cost.

In order to complement the state-of-the-art web authentication schemes by

alleviating many of their inherent weaknesses and vulnerabilities, we propose a
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new authentication factor based on Network Round Trip Time (NRTT ). We

show how NRTT can be used to uniquely and securely identify login locations

and hence can support location-based web authentication mechanisms. The first

research challenge is how to securely measure and verify NRTT to hamper potential

forgery attempts. We address the first challenge by introducing a novel forwarding

device in the path between the server and the client, dubbed delay mask (DM),

which prevents any entity, but the server, from being able to measure the NRTT

for any client. The second research challenge is how to reliably measure NRTT

in the face of variable Internet latencies and connectivity conditions. The second

challenge is addressed by (1) computing the average of a number of NRTT

measurements after outlier removal; (2) applying multiple profiles per user through

the deployment of multiple DMs in diverse geographical locations. We design a

two-factor authentication scheme (dubbed AMAN) that uses legacy passwords as

a first factor and NRTT as a second authentication factor. We conduct extensive

experiments to evaluate Security-Usability-Deployability properties of AMAN and

compare it with state-of-the-art authentication mechanisms. The results show that

AMAN achieves the best combination of these properties.

1.2 Web Server Authentication

Phishing has been defined in various ways. According to PhishTank [100]: “Phishing

is a fraudulent attempt, usually made through email, to steal personal information”.

This definition covers most of the cases in which phishing attackers aim at stealing

personal information such as authentication credentials. In a classic email phishing

scenario, an attacker hosts a fake website and presents web service users with

convincing emails containing a link to the fake website. When any web service user

opens the link and enters his sensitive data, the data will be collected by the server

hosting the fake website.
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Khonji et al. [75] defines phishing as a type of computer attack that commu-

nicates socially engineered messages to humans via electronic communication channels

in order to persuade them to perform certain actions for the attacker’s benefit. This

definition limits the phishing tactic to only social engineering approaches.

In this dissertation, we adopt the definition provided in [133]: “We define a

phishing page as any web page that, without permission, alleges to act on behalf

of a third party with the intention of confusing viewers into performing an action

with which the viewer would only trust a true agent of the third party”. This

definition neither limits the attacker’s goal (e.g., to steal personal information) nor

limits the attack strategy (e.g., through social engineering messages or sophisticated

techniques).

According to the 2015 phishing activity trends report [51], the total number

of unique phishing sites detected from January through September was 630,494. In

addition, the number of phishing websites increased 250% from the 4th quarter of 2015

through the 1st quarter of 2016 [1]. There is no agreement on the financial damage

caused by the phishing attacks due to the lack of data from victim institutions. Some

estimates show that the direct damage caused by phishing attacks ranges from $61

million per year to $3 billion per year within the U.S. alone [58]

Phishing attacks tend to use more sophisticated techniques to lure web service

users into a carefully designed rogue website. On one hand, phishing attackers

become more careful and attentive in designing phishing websites and attempt to

evade current phishing detection methods[1].

More importantly, some phishing groups have the ability and desire to perform

advanced phishing attacks. Avalanche (commonly known as the Avalanche Gang) is

a criminal syndicate involved in phishing attacks [135]. In 2010, the Anti-Phishing

Working Group (APWG) reported that Avalanche had been responsible for two-thirds

of all phishing attacks in the second half of 2009, describing it as ”one of the most
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sophisticated and damaging on the Internet” and ”the world’s most prolific phishing

gang” [18]. It has been proved that Avalanche uses different techniques to evade the

anti-phishing mechanisms.

Anti-Phishing techniques can be broadly classified in two different categories:

(1) Server side solutions such as brand monitoring[20]; and (2) Client side solutions

such as blacklists and heuristics techniques[58]. Alternatively, anti-Phishing techniques

can be classified into 3 categories: (1) preventive solutions such as anti-malware, (2)

detective solutions such as email filtering; and (3) corrective solutions such as Site

takedown.

In this work, we focus on the area of phishing detection. Our goal is to

detect and block Phishing websites immediately after the user clicks its malicious

link. This area is of great importance because if a person behind the keyboard

has been successfully fooled by the Phishing attempt, it doesn’t help how many

firewalls, encryption software, certificates, or two-factor authentication mechanisms

an organization provides [58]. Therefore, we focus here in strengthening the last line

of defence against Phishing by enhancing the chances to detect Phishing attempts

and warning victims before being redirected to the suspicious websites.

The two commonly used ways of client side Phishing detection are heuristics

and blacklists [58]. Heuristics methods examine the contents of web pages including:

(1) surface level contents such as domain name and URL, (2) textual contents such

as words that appear in a given web page, and (3) visual contents such as the layout

and the block regions [91]. These techniques can detect Phishing attacks as soon as

they are launched. However, they introduce relatively high false positive rate. On the

other hand, manually verified blacklist has higher level of accuracy. However, they

do not defend against zero-hour attacks.

In this work, we propose a new phishing detection framework by carefully

combining different phishing detection features together with the phishing target
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identification. Based on the most recent phishing trends, we first perform analysis

of the state-of-the-art phishing detection features collected from the widely used and

popular detection mechanisms. In addition, we introduce a novel phishing detection

factor - Network Round Trip Communications Time (NRTT ) with corresponding

analysis. Then, we present a novel algorithm to identify the target website from

suspicious URL, which is not well addressed by current literature. The evaluation

of the proposed framework show that our proposed mechanism not only has better

performance results but also can neutralize advanced phishing attacks.

1.3 Platform Authentication

Authentication is the process of gaining assurance that an entity is performing

robustly and precisely as intended [132] [33]. In addition, data confidentiality in

the cloud is tightly correlated to the user authentication [140]. Therefore, a secure

and robust authentication mechanism of both users and services is imperative for

secure and private cloud computing and storage operations [86]. However, the

continuous growth and the concentration of data in clouds, combined with the

increasing adoption of security solutions such as authentication, access control,

and encryption drives intruders to be more persistent and creative in developing

sophisticated attack strategies [122]. One way to protect clouds and to successfully

combat such sophisticated attacks is to push the bar higher through the combination

of hardware and software security solutions. Pushing the security down to the

hardware level in conjunction with software techniques provides better protection

over software-only solutions [104], which is especially feasible and suitable for entity

authentication and platform attestation in the cloud.

Hadoop provides an open source framework for the storage and parallel

processing of large-scale data sets on clusters of commodity computers. As the amount

of data maintained by industrial corporations grows over time, big data processing
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becomes more important to enterprise data centers.Hadoop and its MapReduce

programming model have been proposed to address this task. This model is used

to handle large-scale data sets with high efficiency by taking advantage of parallel

data processing.

However, the threat of data leaks also continues to grow due to the increasing

number of entities involved in running and maintaining cloud infrastructure and

operations [140]. The recent boost of big data start-ups such as MongoDB, DataStax,

MapR Technologies and Skytree leads to an increased number of points of access in

the cloud, that is, larger attack surface for intruders. This can be clearly inferred from

a recent report of the Health Information Trust Alliance (HITRUST), which reveals

that the total cost of health-care data breach incidents has grown to $4.1 billion over

the recent years [56].

Currently, Hadoop leverages Kerberos [114] [21] as the primary authentication

method and uses DIGEST-MD5 security tokens [80] to supplement the primary

Kerberos authentication process. This Kerberos based authentication mechanism

was initially implemented by a team at Yahoo in 2009 [80]. However, in addition

to its limitations and security weaknesses, the use of Kerberos for authentication in

Hadoop-based environments raises many security concerns.

The most vital weakness of Kerberos lies in its dependency on passwords. The

session key for data encryption during the initial communication phase with the Key

Distribution Center (KDC) is derived from the user’s password. Disclosure of KDC

passwords allows attackers to capture users’ credentials, which turns all Hadoop’s

security to be useless. The large number of password disclosure incidents through

cracking, social engineering, or even database leakage, clearly indicates that this

threat is real and pervasive.

It has been shown that in many situations passwords are relatively easy to break

(e.g., via hardware key-loggers, spear Phishing with malware, shoulder surfing, etc.)
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For example, in 2013, almost 150 million people have been affected by a breach into

Adobe’s database [37]. The breach is due to mistakes made by Adobe in handling

clients’ passwords. All passwords in the affected database were encrypted with the

same key. Additionally, the encryption algorithm used did not handle identical plain

texts properly. This resulted in similar passwords being encrypted into similar ciphers.

Another important issue of Kerberos lies in its dependency on the KDC which

constitutes a single point of failure and even a single point of attack for persistent and

dedicated attackers. Although Hadoop’s security design introduces delegation tokens

to overcome this bottleneck, they lead to a more complex authentication mechanism

due to the extra tokens and data flows that are required to enable access to Hadoop

services. Many types of token have been introduced, including delegation tokens,

block tokens, and job tokens for different subsequent authentications. This, relatively,

large number of tokens, not only complicates the configuration and the management

of the tokens, but also expands the attack surface [27]. Kerberos keys are stored

in an on-line third-party database. If anyone other than the proper user has access

to the KDC, through, for example, a malware installation by an insider, the entire

Kerberos authentication infrastructure will be compromised and the attacker will

be able to impersonate any user [54]. This highlights the fact that insiders could

create havoc in Kerberos infrastructure itself, and consequently affect the security

posture of the supported Hadoop. It is clear that Kerberos is not well-equipped

against insiders or outsiders who could change the execution environment that the

user trusts. For example, attackers may install key loggers or other malware-tools to

steal users’ credentials and data.

In this work, we depart from the Kerberos-based approach to propose a

TPM-based authentication protocol for Hadoop. To date, more than 500 million PCs

have been shipped with TPMs, an embedded crypto capability that supports user,

application, and machine authentication with a single solution [104]. Additionally,
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many virtual TPM implementations exist for virtualized environments [32] [110].

An application that can be developed using the software TPM will run using a

hardware TPM without changes [88]. TPM offers facilities for the secure generation

of cryptographic keys, and limitation of their use, in addition to a random number

generator.

Beyond providing the regular authentication services supported by Hadoop, our

protocol provides additional security services that are not provided by the current

state-of-the-art Hadoop authentication protocols. In addition to alleviating the

aforementioned security weaknesses of Kerberos, our protocol guards against any

tamper with the hardware or software of the target cloud machines that store and

process users’ encrypted data. The user cannot be presumed to trust the execution

environment on public clouds. Malicious insiders/outsiders can pose great threats

to users’ data even if it is encrypted in the steady state. Insiders may be able to

install malicious software (malware, spyware, etc.) and hardware (key loggers, side

channels, etc.) tools that can extract users’ data and sensitive credentials while

it is being processed. The data has to be decrypted before any processing can be

performed.
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CHAPTER 2

A NOVEL AND ROBUST AUTHENTICATION FACTOR BASED ON
NETWORK COMMUNICATIONS LATENCY

2.1 Introduction

Legacy password authentication suffers from many obvious usability and security

limitations. The credentials of the users not only hacked through social engineering

and dictionary attacks, but also databases storing such credentials have been hacked,

exposing massive number of user accounts [64] [74]. To address the security concerns

in legacy password-based authentication, many new authentication factors have been

introduced and tested, including: (1) random strings delivered through out-of-band

channels such as mobiles and emails; (2) human biometrics such as fingerprints and

iris scans; (3) profile-based factors such as profiling normal user behavior, browser

fingerprinting, IP address information, and login location; (4) physical factors such as

cards, hardware tokens, and mobiles; (5) knowledge-based factors such as recognizing

someone based on photos provided by social websites [30]. However, each of these

authentication factors has its own inherent weaknesses and security limitations.

For example, phishing is still effective even when using out-of-band-channels to

deliver second factor Personal Identification Numbers (PINs) or passwords. Internal

observation can also defeat many of these factors, especially human biometrics and

system fingerprinting [139]. Additionally, some of these authentication factors are

static, such as browser fingerprints and IPs, and hence can be forged or leaked

across different verifiers. Physical factors, on the other hand, can be lost, stolen,

or compromised. Furthermore, some factors have high false negative rate such as

keyboard typing rhythms and end user profiling. It is also worth noting that, in

addition to the security limitations, many of these factors have usability issues due

to the requirement of extra information, devices, or channels. Appendix 2.6 provides
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a more detailed and systematic analysis and comparisons of the vulnerabilities of the

state-of-the-art authentication factors.

In this work, we propose a new authentication factor that does not share the

above mentioned properties with the commonly used authentication factors. That

is, the new authentication factor is oblivious to clients and is not communicated

to the server, but rather is completely measured and verified at the server. Our

proposed authentication factor utilizes what initially appears to be counter-intuitive,

the Network Round-Trip communications Time (NRTT ). NRTT is defined as the

summation of the time a packet takes to travel from the server to the client and the

time its acknowledgment takes to travel back from the client to the server.

In this work, we show how to turn the insecure and potentially unstable NRTT

into a robust authentication factor that is resilient to both client compromise and

communication channel compromise. NRTT offers unique security features such

as resiliency to Phishing, MitM, leakage by other verifiers, and social engineering,

which complements the security features of other authentication factors. Moreover,

NRTT has the advantage of being user transparent (i.e., it does not require clients

to memorize or input any information) and has negligible overhead, which enables it

to be smoothly integrated with other authentication factors in multi-factor authenti-

cation schemes without introducing extra overhead or degrading usability. However,

NRTT can only be used to provide authentication for low mobility users and static

users, similar to location-based authentication schemes. It is intuitive to see that

arbitrarily mobile users cannot benefit from authentication based on NRTT because

such users require to be able to login from any arbitrary location, while NRTT can

only accept logins from previously profiled locations. Nevertheless, NRTT provides

reliable and secure location-based authentication, which is generally used to ensure

that users can perform sensitive operations (e.g. change password, initiate funds

transfers) or access valuable information (e.g., personal medical information) only
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from authorized locations. Additionally, secure location identification is important

for other security purposes. For example, geographical location is one of the

most commonly used indicators to detect phishing based on the observation that

phishing websites are most likely to be hosted in locations different from those of the

corresponding legitimate websites [2].

We summarize our contributions in this work as follows:

• Propose a novel secure and usable web authentication factor based on Network
Round Trip Time, NRTT .

• Provide comparative evaluation of NRTT against state-of-the-art authenti-
cation factors using a famous authentication benchmark framework.

• Design and implement a novel network architecture that enables secure
measurement of NRTT .

• Design and implement algorithms to alleviate network instabilities and expand
authentication sample space of NRTT .

• Design, implement and deploy a prototype for a use case of two-factor authen-
tication (AMAN) with legacy passwords as the first factor and NRTT as the
second factor. The prototype helps to practically evaluate the security, usability,
and deploy-ability properties of NRTT -based two factor authentication and to
assess its performance overhead.

• Provide mathematical analysis of the NRTT space space via a case study.

2.2 General Methodology to Use NRTT As an Authentication Factor

Authentication using NRTT is straightforward. At registration, NRTT statistics

(i.e., mean and standard deviation) between the client and the authenticator are

measured and stored at the authenticator as a reference profile. The NRTT statistics

are then re-measured with every login attempt in real-time, and login is granted

only if the new statistics fall within predefined boundaries from the corresponding

registration statistics.

It has been observed, through extensive experiments and monitoring of Internet

communications, that NRTT follows distributions that can be modeled as an
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approximate Gaussian distribution ([80] [120] [125]) as detailed in Section 2.2.1.

We adopt Gaussian approximation to theoretically guide the selection of different

NRTT related parameters in our experiments and theoretical analysis. The mean

and the standard deviation of NRTT measurements vary when the login location

changes, that is, users can be uniquely identified based on their login locations. This

important observation indicates that a login attempt will only succeed if conducted

from the same location as that of registration, which reduces the attack surface

of compromised identities from anywhere in the world to only the registration

location. Note that, location-based authentication is very important in many areas,

such as electronic health record access, sensitive financial transactions, military

communications, industrial control systems, etc. [52, 25] [25] [97] [40]. In addition,

within this work, the login location refers to the last network segment, access point

or 3G/4G cell of the communicating party.

2.2.1 Gaussian Approximation of NRTT

NRTT -based authentication is motivated by the results presented in [80], which show

that network communications latency approximately follows a Gaussian distribution.

This observation is validated by experiments that measure network communications

latency among 130 PlanetLab nodes [37].

We have also conducted extensive and wider set of similar experiments

using GENI nodes, campus and residential users both with wire-line and wireless

connections. Our results validate the results in [80] and further support the

observations about the Gaussian approximation of network communications latency.

Figure 2.1 shows examples of NRTT distributions and the corresponding Gaussian

approximations for three different locations.

Though fine-grained mathematical model (e.g., Rayleigh distribution) may

provide a better approximation, it will introduce much more complicated theoretical
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Table 2.1 List of All the Acronyms

µ Mean of the reference profile

σ Standard deviation of the reference profile

1− αi Confidence level

δ Confidence interval (error tolerance)

x Mean of the real-time profile

y Standard deviation of the real-time profile

N Profiling sample size

analysis with marginal or no additional benefit for the real world implementation

of the proposed algorithms.More importantly, the empirical results of many of the

existing research on round trip network communications latency ([80] [120] [125])

show that Gaussian distribution is an adequate approximation for NRTT . These

conclusions are further supported by our experiments and mathematical analysis

based on the Gaussian approximation of NRTT .

2.2.2 Required Sample Size to Reconstruct the NRTT Profile

NRTT profile is built by exchanging a number of small packets, dubbed profiling

signals, with the user. The number of profiling signals is known as the profiling

sample size. The larger the number of profiling signals, the more accurate the profile

will be. However, the larger the number of profiling signals, the higher the bandwidth

overhead and the longer the login latency. Therefore, it is critical to find a profiling

sample size that leads to an acceptable trade-off between profile accuracy, bandwidth

overhead, and the average time it takes a user to login.

To have an initial estimate of the profiling sample size, we use the Gaussian

approximation of NRTT distribution. Assume a population with Gaussian distri-

bution that has standard deviation σ and mean µ. The goal is to find the minimum

15



sample size, N , that produces a mean, x, within a certain error margin (aka, error

tolerance), δ, with a certain confidence level, 1 − α. The error margin δ, is the

maximum allowed distance between µ and x. The confidence level represents how

confident we are that the measured mean (x) falls within the confidence interval. For

Gaussian distributions, it has been shown ([11]) that the minimum sample size N can

be calculated as:

N ≥ (Z1−α/δ)
2σ2 (2.1)

Where Z is the critical value for the normal distribution. In other words, for a sample

size of N , we are 1-α confident that the measured mean (x) will fall in the range of:

µ− δ ≤ x ≤ µ+ δ (2.2)

Similarly, the range of the real-time measured standard deviation σ can be computed

using Chi-Square (χ) table as:√
χ2
L · S2

N − 1
≤ σ ≤

√
χ2
R · S2

N − 1
(2.3)

Where χL and χR are computed for specific values of α using the Chi-Square table.

2.2.3 Mathematical Analysis of the NRTT Sample Space

False negative rate (FN): As mentioned in the previous section, the FN rate of

the Gaussian distribution is α, which stands for the probability that a legitimate user

fails to authenticate from her profiled location. Let δi = Ci · Si where Ci is the error

tolerance coefficient for user i and let U be the total number of users. To compute

FN , we plug δi in (2.1):

Z1−αi = Ci ·
√
Ni
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Figure 2.1 Sample of NRTTs and their Gaussian approximations.

FN =
U∑
i=1

(1− Z−1(Ci ·
√
Ni))/U (2.4)

False Positive Rate (FP): The FP , β, is the probability that a perpetrator

passes authentication from a location other than the profiled one. In other words, false

positive rate is the probability that the real-time measured latency mean and standard

deviation of the perpetrator falls within the grant-access area of the legitimate user.

We first derive a simplified estimate of the false positive rate and then enhance

the derivation accuracy. Figure 2.4 shows the grant-access area for an arbitrary

user (User i) and the grant-access area for a perpetrator (Attacker j) at a random

location. Recall that the perpetrator also possesses the username and password of

the legitimate user. Assume, for now, uniform distribution of the measured mean

17



Figure 2.2 The Ecosystem of AMAN.

and standard deviation within the grant-access area (the green rectangle in Figure

2.4 shows the reference profile area of an arbitrary user (User i), dubbed as the

grant-access area (GAA)). Access is granted for any login attempt with measured

(µ, σ) point that falls within the grant-access area.). Also assume that the locations

from which an attacker may try to login are known. Then, the probability that

Attacker j successfully authenticates as User i equals the overlap area between the

grant-access area of the user and the grant-access area of the perpetrator divided by

the grant-access area of perpetrator averaged over all possible attack locations:

βi =
A∑
j=1

GAAi ∩GAAj
GAAj

/
A (2.5)

Where, A is the number of all possible locations from which the attacker may try to

impersonate the user. The overall false positive rate of the system is computed as the

average of false positive rates of all the users of the system:

FP =
U∑
i=1

βi/U (2.6)
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Figure 2.3 AMAN Authentication Flowchart.

Note that even though this is a simplified estimate of the false positive rate, we next

show that it provides an upper bound approximation of the false positive rate.

To derive a more accurate estimate of the false positive rate, we need to identify

the real distribution of latency mean and standard deviation within the grant-access

area, rather than just assuming it to be uniform. Moreover, we need to remove the

assumption of previously known attack locations by acknowledging that attackers

may use any arbitrary previously unknown location to login. Let the mean of network

communications latency be a random variable X in the range [a, b] and let the standard

deviation of the mean X be a random variable Y in the range [c∗X, d∗X]. According to

the conclusions derived in [4], which is also validated by our experiments, both X and

Y are approximately Gaussian with the following probability distribution functions

(pdf):

fX(x) =
1√

2πσ2
x

· e−
(x−µx)
2·σ2x
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Figure 2.4 Graphical illustration of arbitrary grant-access area.

fY (y) =
1√

2πσ2
y

· e
− (y−µy)

2·σ2y (2.7)

For the systems analyzed in [4], a = 5ms, b = 700ms, c = 0.0155, d = 0.196.

Therefore, the sample space of the communications latency X and its standard

deviation Y falls in the shaded area shown in Figure 2.5. Based on these values,

the pdf parameters of the X and Y distributions are:

µx = 221, σx = 83.86 (2.8)

µy = 0.0155x+ (0.196x− 0.0155x)/2 = 0.1058x (2.9)

σy = (y0.005 − µy)/Q−1(0.005) = 0.035x (2.10)
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Figure 2.5 Sample space of the communications latency mean and standard
deviation.

Using Figure 2.4 and assuming error tolerance δ = C · S, the grant-access area can

be computed as:

GAA = [(M + δ)− (M − δ)] · [

√
χ2
R · S2

N − 1
−

√
χ2
L · S2

N − 1
]

According to the experimental results, the optimal false positive rate occurs when

δ = 0.2 · S. Therefore,

GAA = S2/10 (2.11)

Using (2.7), (2.8), (2.9), (2.10), (2.11), the expected value of the grant-access area is

computed as: ∫ b

x=a

∫ d·x

y=c·x

S2

10
· 1√

2πσ2
x

·e−
(x−µx)
2·σ2x · 1√

2πσ2
y

· e
− (y−µy)

2·σ2y dxdy
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