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here we only used one-layer data embedding to get the steg-image. Another comparison

on "Barbara" image can be found in Fig3.2.

Fig 3.2 Capacity vs. Distortion comparison on "Barbara"

Fig 3.3 Location map of "Lena" with 87,845 bits (0.34bpp) payload
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Fig 3.4 Original "Lena" image 	 Fig 3.5 Embedded "Lena" with a
payload 129946 bits

Fig 3.6 Original "Barbara" image 	 Fig 3.7 Embedded "Barbara" with a
payload 129749 bits
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Fig 3.8 Original "Baboon" image 	 Fig 3.9 Embedded "Baboon" with a
payload 124121 bits

Fig 3.10 Original "Boat" image 	 Fig 3.11 Embedded "Boat" with a
payload 128875 bits



CHAPTER 4

STEGANALYSIS BASED ON DIFFERENCE MOMENTS

In the previous two chapters, a high capacity, high visual quality, reversible data

embedding method is introduced, which is based on difference expansion. The basic idea

of this kind of data-embedding method is to explore the redundancy in digital image and

compute the difference between two pixel values to embed information. As this

reversible embedding method will only select the small difference value to do

embedding, it gets a good result in keeping distortion at a low level. In order to decode

images correctly after data embedding, this method needs to use the JBIG2 image

compressor to compress a location map and embed it together with message into

difference values. So when decoding, after getting the location map, one can restore the

original image exactly. The results in chapter 3 show this method can get very good

vision performance after data embedding, when using 1-layer data embedding.

4.1 Overview

In recent years, the concept of image steganalysis has been introduced because of the

practical need for detecting the stego-image. Steganalysis is a scientific technology to

decide if a medium carries some hidden message. In counter terrorism work, steganalysis

can also be served as an effective way to judge the security performance of

steganographic techniques. In this chapter, image steganalysis will be discussed, with

special focus on the reversible embedding method introduced in previous two chapters.
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