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In [39], WEei et al. presented an interesting approach for detecting seam carving in
uncompressed domain. With the proposed nine types of directional patch operators, 2x2
local region is rebuilt to nine 2x3 predictive patches which represent nine patterns before
the possible seam carving process. By comparing the similarity between each predictive
patch and the referee patch, the most similar one is considered as the optimal patch and the
indexing, which is from zero to eight, is assigned to the given local region. Consequently,
an indexing 2-D array is generated in which each element is the indexing of the optimal
patch for that particular position. Finally, Markov features extracted from the indexing 2-
D array are applied to detect seam carving. Although the state-of-the-art performance was
reported, it should be noted that the nine predictive patch operators are designed for
detecting the deletion of vertical seams. Therefore, this method could possibly fail on
detecting horizontal seam carving.

In Ryu et al.’s work [40], eighteen energy based features, which measure the energy
distribution and noise level of a given image, are proposed to unveil the trace of seam
carving in uncompressed images. Inspired by this work, the idea was extended by Yin et
al. [41]. InYin et al.’s feature model, eighteen energy features, which are similar to the
features presented by Ryu et al., are included. Additionally, another six energy features are
proposed to capture the energy variation in half images which results in a twenty-four
dimensional feature model. Furthermore, all the proposed features are extracted from the
Local Binary Pattern (LBP) [42] encoded images instead of the pixel domain. The reported
results indicate the Yin et al.’s method outperforms previously published works.

Besides of the aforementioned machine learning based passive blind forensic

methods, an active approach was presented by Lu and Wu [43]. The pre-extracted SIFT



features are encoded and attached to the image at the sender side, and these side information
will be thereafter utilized by the receiver to authenticate each received image in order to
counter possible seam carving forgery during the transmission. Although this active
approach seems effective on detecting seam carving, the limitation is significant since any
malicious manipulation made on the side information during the transmission could make
it fail. Therefore, this method could work only when a trustworthy communication channel

is applicable which could never be true in real world.

1.4 Dissertation Researches
In this dissertation, researches mainly focus on detecting seam carving in uncompressed
domain, and four machine learning based passive blind forensic approaches are presented.

To reveal the trace left by the process of seam carving, ninety six energy features
are proposed in the first work of this dissertation chapter. By pre-processing the suspicious
image with four different LDP operators, four LDP encoded images are obtained from
which the proposed ninety six features are extracted. With the SVM based classification,
the suspicious image can be identified as either an un-seam carved image or a seam carved
image.

Differ from the first model, a pixel variation based feature model, which consists
of LDP features, Markov features, and SPAM features, is then presented to capture the
change in neighboring pixels so as to detect seam carving. Furthermore, SVM-RFE is
applied for feature reduction. Indicated from the experimental results, with a small number

of features selected from the feature model, the state-of-the-art performance is achieved.



In the third piece of work, a more advanced feature model is designed based on
combining the ideas of previously presented two works to further improve the accuracy of
detecting seam carving images with low carving rate, particularly the carving rate as 5%
and 10%. According to the conducted experimental works, the state-of-the-art performance
has been further improved.

The first deep learning based forensic work on detecting seam carving forgeries is
reported as the last piece of work included in this dissertation. The designed deep
convolutional neural network which comprises of six convolutional layers has achieved
encouraging results on a huge image database. It is believed that such deep learning

techniques could be the ultimate solution for this forensic research.

1.5 Outlines
In Chapter 2, an energy based feature model is presented for detecting seam carving in
uncompressed images. A pixel variation based feature model comprises of LDP features,
Markov features and SPAM features is then proposed in Chapter 3. Chapter 4 introduces a
more advanced hybrid feature model in detail. In Chapter 5, a convolutional neural network
is designed to determine whether an uncompressed image has gone through the process of

seam carving or not. This dissertation is summarized in Chapter 6.
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CHAPTER 2

AN ENERGY BASED FEATURE MODEL FOR SEAM CARVING DETECTION

Seam carving is to delete low energy area in a given image, which is considered as less
visually important image content, so as to modify image size and preserve more important
image content. Therefore, the energy of seam carved image could have difference with the
original one, and this change can be utilized for seam carving detection. In [40], 18-D
energy based features were proposed to discriminant seam carved images and images
without seam carving. Once the image content is removed by seam carving, the distortion
will be introduced in the manipulated local area. Consequently, the local descriptor which
depicts certain area could also vary compared with before seam carving operation. In [41],
the idea of combining local texture pattern and energy based feature was addressed. Then,
24-D energy based features extracted from the LBP encoded image were applied to detect
the operation of seam carving. In this chapter, an LDP based forensic framework is
proposed as illustrated in Figure 2.1. For each input image, four LDP encoded images are
generated and 24-D energy based features are extracted from each LDP image.
Consequently, each input image is represented by a 24x4=96-D feature vector. By applying
a SVM classifier, a decision of whether the input image is seam carved or not could be
made. According to the experimental results, the proposed framework outperforms the
prior state of the arts significantly. The framework for detecting seam carving in digital
images by utilizing the proposed 96-D feature model is illustrated in Figure 2.1. In the

following of this section, the 96-D is introduced in detail.
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Suspicious LDP ' LDP Feature
Image Pre-prosessing Images Extraction
Seam SVM-based
Classification 7 96 Features /

Figure 2.1 Flow chart of forensic investigation with proposed energy based feature model.

2.1 Proposed Energy Based Feature Model

2.1.1 Local Derivative Patterns

As a local descriptor, LDP [44] can be considered as a directional high order derivative
binary pattern comparing with LBP which can be considered as the 1% order non-directional
descriptor. It captures more discriminate information from the derivative perspective, and
more sensitive to the changes of the local region. As shown in Figure 2.2, for a given local
5x5 block with the central pixel at Z, in image I, the 1% order derivative of pixel Z, in |

along the 4 directions a = 0°, 45°, 90° and 135° can be derived as follows,

Ioeo(Zo) = 1(Zo) — 1(Zy),
Ly_y50(Zo) = 1(Zy) — 1(Zy),
Izlz=900(ZO) =1(Z,) — 1(Z3),

Iycq3s50(Zo) = 1(Zo) — 1(Zs4) (2.1)
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1(Z1s) | 1(Z1a) | 1(Z13) | 1(Z12) | 1(Z11)
1(Zse) | 1Za) | 1(Zs) | 1(Z2) | 1(Z20)
1(Zw7) | 1@Zs) | 1Zo) | 1(Z0) | 1(Z0)
1(Zss) | 1(Ze) | 1(Z7) | 1(Zs) | 1(Z2s)
1(Z1o) | 1(Z20) | 1(Z21) | 1(Z22) | 1(Z23)

Figure 2.2 Local 5x5 block with central pixel at Z, in image I.

where I(Z) is the intensity of pixel Z. Considering pixels {Z;|i = 1...8} which are

adjacent to Z,, with a distance equal to 1 pixel, the 2" order LDP of Z, can be encoded by,

LDPZ (Zo) = {fUa(Z0), 14(Z1)), .. fUa(Zo), 10(Zs))} (2.2)

where f(-,-) is a binary coding function. It encodes the co-occurrence of neighboring

derivative directions with the following rule,

faz 1) = {30 el @) >0y g 3)

By doing so, each pixel is encoded and can be represented by its LDP? along direction a,

which is an 8-bit binary number. With the function as below,

DLDPZ(Zy) = X531 fUh(Zo), 15(Z)) - 2071 — 1, (2.9)
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LDPZ is then converted to a decimal number, denoted as DLDP?, within the range of [0,
255]. Consequently, the DLDP? 2D-array, called LDP image in this work, is generated for
the original image. As illustrated in Figure 2.3, LDP(?O of the central pixel I(Z;) =40 ina
selected 5x5 region is {00001100}, and the corresponding DLDP(fo (Z,y) is calculated as
48. By decimalizing the LDP(fo for each pixel, the generated DLDPgo 2D-array is
visualized as shown in Figure 2.3. Since LDP is derivative based as indicated by Equation
2.1, which is the intensity difference of each pair of pixels, LDP could be easily changed
during the operation of seam carving thus more sensitive to seam carving than LBP, which
directly applies the pixel intensity value. Therefore, it is expected that the LDP image
contains more discriminative information than the LBP image, which has been verified in
the experimental works. As seams are always removed from the images horizontally or
vertically by the process of seam carving, we adopted horizontal and vertical DLDP in this
work.

By applying multi-resolution [45] of LDP, we can not only monitor the changes at
adjacent locations but also monitor the changes at the locations with certain distance. For
example, the central pixels and eight neighboring pixels are shown in Figures 2.4 (a) and
(b) when D is set to 1 or 2, respectively. Moreover, the circular sampling is utilized instead
of the rectangular sampling because rectangular sampling could cause information loss
when the number of sampled pixels is less than the total number of pixels in the local area.
As shown in Figure 2.4 (b), the information of the eight unselected neighboring pixels with

D =2 are lost in the calculation of central pixel’s LDP. However, those information could
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51| 41| 47]52]52
53 | 40 | 44| 51 | 52
57 4{3 40 | 48 | 54
53 | 46 {-41 45 | 52
49 | 48| 45 | 49 | 49

1(Z,) =40

LDPX(Z,) ={f(40—48,48—54),
. f(40-48_45-52)}
={0,0,0,0,1.1,0,0}

Figure 2.3 Example of the calculation of DLDP for central pixel at Z, in a local 5 X 5
block of image I.

be covered by circular sampling since the pixels not necessarily in the center of each box
are interpolated by adjacent four pixels as shown in Figure 2.4 (d). Therefore, based on
these considerations, discussed above, it is proposed to use the LDP images generated by

the 2" order LDP with radius equal to 1 and 2, & = 0° and 90°, respectively. As shown in
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Figure 2.5, four LDP images are visually distinct from each other, because each of them
depicts a particular relationship between pixels in the original image. And thus, it is
believed that the information carried by these LDP images are complementary and can lead
to a better performance than any individual. This expectation has been verified by the

experimental works reported in Section 2.3.

D=1, N=8 D=2, N=8
(@) (b)
R=I, N=8 R=2, N=8
(©) (d)

Figure 2.4 (a) and (b) are the 8 rectangular symmetric neighbors with distance, denoted
as D, equal to 1 and 2, respectively; (c) and (d) are the 8 circular symmetric neighbors with
radius, denoted as R, equal to 1 and 2, respectively. N is the number of sampled neighbors.
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(d) LDPimage, R=1, @ = 90° () LDP image, R = 2, a = 90°

Figure 2.5 Sample image (a) from UCID and its four LDP encoded images (b), (c), (d),
and (e).
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2.1.2 Energy Based Features
As seam carving is to remove low energy seams so as to manipulate the image size, it is
expected that the energy distribution of an un-touched (not seam carved) uncompressed
digital image and its seam carved copy are different. Therefore, features measuring the
energy of an image could be used to detect the traces of seam carving. As reported in both
[40][41], the energy based feature model has been shown its effectiveness on unveiling the
process of seam carving, and particularly indicated in [41] that energy features extracted
from LBP domain is more discriminant than the features extracted from pixel domain.
Inspired by these two pieces of work, we kept the 24 energy features and extended to totally
96 features to detect seam carved images. The proposed 96 features consist of four groups
of 24 features where each group of 24 features is extracted from one of the four LDP images
introduced in Section 2.2.1. In the following, a group of the 24 features will be introduced.
Considering that the global energy distribution is changed because of the deletion
of low energy pixels, four average energy based features, i.e., average horizontal energy,
average vertical energy, the summation and the difference of the former two features, are
extracted to differentiate the seam carved images from the un-touched images. Besides,
since each optimal seam which has the lowest accumulative energy will be deleted by the
seam carving, the energy of the remaining seams will be different. Thus, sixteen seam
energy based features are extracted to capture changes of seams energy during the seam
carving. By constructing the M matrix in Equation 1.4, the minimum cumulative energy
matrix, for each image where the bottom row is the energy of each possible vertical seam,
five statistic values called min, max, mean, standard deviation, and the difference between

min and max are applied as the features. Also, the other five features of horizontal seams
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