transferred from BDC to those voters who passed the registration verification. And this
key can be set to different value among a large number of groups. The voter uses the ring
signature algorithm to encrypt the certificate with his/her own random pick. Then, the
voter can request the ballot from BDC by sending the ring signature.

Step 2: When BDC receives the ring signature from the voter, BDC checks the
ring signature to verify whether it comes from the authority EC since the signature must
contain the key KEC and the certificate M from EC. If the ring signature passes the check
by BDC, it means this voter is eligible to obtain a plain ballot. In the meantime, voter’s
identity is hidden and protected.

Step 3: The voter receives the ballot from BDC. The flag in the watchdog will be
set to record this action to prevent the possible second ballot requesting or receiving
action.

Step 4: The ballot mode and vote casting have been described in E-NOTE. We
will continue with the solution to prevent clash attack on vote verification step.

Step 5: The voter casts the vote along with a random number chosen by
herself/himself to VCC, and a receipt with tracking number will be generated with this
random number and sent back to the voter. The voter can use this tracking number to
review and track his/her vote, and this action will be also recorded in the watchdog at the
voter side.

Step 6: While VCC collects all the data required for vote counting, VCC uses its
own key to decrypt votes, and the marker still remains unknown since VCC does not have

the key to decode. This step ensures that all types of ballots remain anonymous to VCC.
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Step 7: VCC tabulates and publishes the results for each type of ballots and then
sends them to EC. The candidate’s name is still unknown to VCC because of the
encrypted marker.

Step 8: BDC publishes the private key on the bulletin before EC reveals the value
of marker on all ballots, and calculates the final tally of the votes according to the
candidate names. Since those steps are open to the public during the vote counting,
authority will have no opportunity to manipulate the voting tally in the public domain.

Step 9: Every voter can check his own vote with the vote tracking number. If the
authority manipulates the process by giving the same receipt/tracking number to different
voters, described as the clash attack above, voters will get the votes associated with a
random number. Since this random number was picked personally by the specific voter,
it is easy to detect the clash attack from voters if the attack has been applied.

Our proposed process is a method to protect voter’s privacy better as well as offer
a better way for voters to verify their own votes. Once the authority BDC receives the
ballot request from the anonymous voter, they still cannot locate or track the voter’s
identity even if the ring signature is checked correctly. As described above, we have
reduced communication steps from either BDC or EC to voters through the Internet,
versus those steps described in E-NOTE. The voting authorities, EC, BDC and VVCC, are
independent of each other to ensure absolute fairness during the election. Our revised E-
voting scheme RE-NOTE can mitigate both of these concerns by utilizing a decentralized
counting process thus can better protect voter confidentiality.

Next, the same ballot distribution procedure will be calculated by ring signature

in mathematic form.
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We will illustrate the mathematical formula of our proposed method. Suppose |
voters form a voting group and there are w candidates:
As: Voter s batch code or group number

Bs: Voter s basic information including date of birth, identity number and gender,
etc.

Ds: Voter s choice

Cs: Candidate’s name where s is from 1 to n.

KEC: EC’s key required for eligible voters to form a ring signature
REC: EC’s private key in the group

M: the certificate given to voters by EC; the voter needs to show M with the ring
signature to BDC to obtain the plain ballot from BDC.

Suppose we have a simple case where there is only one group of voters. In reality,
all voters will be divided into several groups or batches based on the voters’ registration
county or state. According to the method discussed above, we denote (Pk;, Sk;) to be a
pair of the public and private key of each ring group member except EC in the group, and
(KEC, REC) to be the public and private key of EC. The public key KEC may be different
in the different groups, and it is only shared between BDC and those voters who have
negotiated with EC. We denote voter s as one of the group members.

Step 1. Voter s sends data array (Bs, As) to EC for registration. EC will not
distribute the certificate M and the key KEC to voter s until voter s passes EC’s voter
registration check.

Step 2: After voter s gets the certificate M and key KEC from EC, voter s will have
all public keys of each group member (KEC, Pk, Pk, ... Pk;),

Let
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6=(KEC, Pky, Pk, ... Pk))
be the list of public keys. Voter s calculates the signature by using some
independent cryptographic hash functions:
K, =Hash (6)

Pick the random value rvg from {0,1} and calculate every y; with the equation:
Yi=T (X)) (s<i< izs)

Ykec = f (XKEC)
f(Oand £~1() are a pair of function and its reverse function. After voter s

calculates all y; required to form a ring signature, voter s will get the specific y, as below:

CKs(YkEc, Y1, Y2r o Vss wee ven yuM, Kg) =1vs
Then computes:
X, = 7(y,)
CK() is considered as the signature verification function.

Finally, the ring signature is generated as:

(©,1v5, M, Xgpc X1, X2, oo Xs. X1)
Step 3: After BDC receives this ring signature
(©,1v5, M, Xgpc X1, X2, ... Xs. x;) from the voter, BDC will verify the value by
using:
CKs(Ykec, Y1, Y2 - Yss Y M, Ks) = 105

Obviously, this ring signature contains EC’s key information and the certificate
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M. If this signature passes the check, it does mean that the voter is eligible since EC only
distributes its own information above to the eligible voters.

Step 4: Voter s is eligible to receive the plain ballot from BDC. The ballot format
can be described as: Denote c[i] to be the name of the i" candidate and array ¢ = (c[1],
c[2], ..., c[w]) to be the packet containing the list of names of the candidates in the
election.

BDC generates two sets of data for each eligible voter which is the ballot marker
along with the list of candidates. BDC encrypts the marker ¢ with the key that is known
to BDC only.

We have

a=(k-1(k-1),
where z=kk', k and k'are large numbers.

We select 1<h<a such that gcd(h, @) = 1 . h'and h are chosen so that they satisfy
the following:

(hh'mod @) =1
and h’ is the multiplicative inverse of hmoda respectively.

The marker t are encrypted as follows:
T =t"moda

BDC holds both h” and h, i.e., VCC does not have the key for decrypting the
marker T in the packet.
Step 5: When the voter casts the vote, they will send the voting data

(d[1],d[2].....d[w],T,z,) With the marker 7 to VCC. The binary array d represents the choice
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of voter s. z, is the random number that enables voters to verify his votes.
Step 6: VCC receives array d from all voters, and the votes are tallied for each
type of marker T. Then VCC generates unique confirmation number with each ; and

array d that will be used for voters’ verification step. The confirmation ver, will be sent
back to voter s.
While VCC can gather all information as below:
TALLYT=(Z(d[l]i,d[2]i ..... d[w].),T)
=((2_dr;, > dl2);..., ) dw]), T)
Database; =((3_z).T)
Here, taLLy, is the temporary tally result for the ballots with the same marker T.

> (d[1];, d[2],.....d[w]) represents the sum of the votes for every candidate, i.e., Y d[j],

represents the number of votes received by candidate j. ver, il be stored in a database

for voting receipts. It allows voters to track and verify the votes they cast.

Step 7: After VCC finishes counting procedure, each TtaLLY, With the same
marker T is unveiled to all voters and transmitted to EC. At the same time, BDC will
unveil the private key to all the voters, EC uses its own key to decrypt the marker as
t=T" mode then tallies the final results.

Step 8: Voter s can make an inquiry whether his voter has been counted correctly
and verify his own vote in the final tally. He sends his vote tracking confirmation ver, to
the authority. Since voter s is anonymous as we describe above, the authority will not
discover the exact checker, but have to provide the votes along with the random number

z, that was picked up by this specific voter.
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We need to emphasize that our proposed model RE-NOTE is based on the ring
signature in ballot distribution process for voters to exchange the required information
with authorities during the election. Comparing with the three-pass algorithm, we have
following important advantages:

Simplifying the communication step: In E-NOTE, there are several steps between
voters and EC or BDC through the Internet to locate the voters; in RE-NOTE, there is
only one communication step between voters and each authority to identify the eligible
voters. It will be beneficial for future network resource to adopt the large scale election
through the Internet media.

Refining the size of voter groups: Since we use the ring signature to setup one part
of election procedure, voters are required to be divided into different groups or batches,
the communication packets will be fixed due to the fixed size of the ring signature. This
would make it easier for authorities to manage the voters in a large scale. Since every
county and every state have different candidates in different race, it is easier to divide
millions of voters into smaller voting group to make the algorithm applicable.

Due to the fact that more communication steps are required for the three-pass
algorithm in E-NOTE, using ring signature may reduce the communication steps between
voters and the authorities during the ballot distribution procedure. Our new proposed
scheme RE-NOTE will provide a better encryption scheme to ensure a real protection for
ballot distributing that would prevent the authorities such as BDC, EC from conducting
malicious activities.

Most voting election has the privacy requirement that there should be no

association between the cast vote and the voters’ identity. RE-NOTE goes further beyond

52



by disassociating the relationship between the voters and assigned ballots as well. Our
other implemented methods such as the watchdog device can also be transplanted to RE-
NOTE to build an E-voting model so that reliable and authentic voters can communicate
with the authorities. If there are any voting disputes claimed by voters, it will be a good
recorder for authority’s further investigation.

The novelty of RE-NOTE is to create several groups to setup the mutual restrictive
relationship between the voters and the voting authorities. The ring signature will secure
the anonymity of the voters to the authorities. The outlined scheme also eliminates voter
anonymity leakage and protects both voters’ and candidates’ confidentiality and privacy.
The application of the ring signature scheme will increase the security and cryptography
level on the voters’ confidentiality and anonymity. If the number of the voters is large
enough, the possibility for hackers to decode the message encrypted by ring signature will
be greatly reduced.

We have illustrated the enhanced E-voting system, RE-NOTE, which protects
the voters’ anonymity. In addition, we have developed the framework and hardware

method that can better protect voter confidentiality and keep voter anonymous.

3.5 Multi-part Ballot Based Name and Vote Separated E-voting System (M-NOTE)
Since our assumption is based on a no-fully trusted authority, it is important to consider
the possible clash attack issue and find a solution in our proposed system. Consider the
following scenarios:

Malicious authorities provide fake or duplicate receipts to different voters and
then instigate the clash attack successfully.

A hacker obtains a portion of a ballot and finds out what the voter actually voted.
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A hacker reconstructs a valid original ballot by collecting all portions that were
assigned to a specific voter.

If any of the above ever happens, the relationship between voters and their votes
can be exposed, and the anonymity aspect of the E-voting system will be compromised.

A multi-part ballot is defined as a kind of ballot containing several separable parts.
Each candidate is listed in a permutation from CAN-1 to CAN-£ on the ballot. Each
separable single-part only contains one vote for one candidate out of all the candidates.
The choice on the single-part could be “yes” or “no”, and every single-part of the multi-
part ballot contains a unique sequence number (as shown in Figure 3.11 as the blackened
area). Every single-part (see Figure 3.12) contains one choice of a specific candidate no
matter the vote is “yes or no” on it. All of the single-part ballots will be cast to VCC and
counted independently. Since we have £ candidates in the election, the number of single-
parts is set to .

Since a multi-part ballot contains f single-parts, where each single-part has a type
marker because the total number of ballot type is ¢ (1< ¢ <), a sequence number Se (1<
Se <3, and a checkbox is defined to indicate whether this candidate is voted or not. Our
multi-part ballot design will add an extra security level to protect candidate’s identity and
the vote information from being hacked as compared with the scheme containing the
integrated ballot information of a voter’s vote in the election. Figure 3.12 illustrates a
sample of this multi-part ballot scheme with g equal to 3. After the voter casts his/her
ballot, it will be counted in a more secure way by disassociating candidates’ identities
with the corresponding permutation on an assigned ballot.

Instead of attacking the robust E-voting system, hackers may try to intercept the
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voting data through the Internet. We need to reduce the voting data transmitted to a
minimal so that the proposed E-voting scheme can be maximally protected and secure the

whole E-voting procedure.

1.Alice
2.Bob )
3.Charile i
CAND-1  CAND-2 CAND-3 CAND-4  —ooeemm CAND-(N-2) CAND-(M-1) CAND-N
IZIIZIIZIIZI:IZI“ N -
s1 2 s3 s4 SN-2 SN-1 SN

Figure 3.11 A sample of a plain multi-part ballot for a three candidates’ race.

The operation procedure of M-NOTE can be described as follows:

EC verifies every voter’s identity. Once a voter is verified, EC will authorize this
voter’s voting privilege and a ballot will be distributed to him/her by BDC. The detailed
ballot distribution procedure is described in, in which we also describe how the voters’

anonymity is well protected during the ballot distribution phase by using ring signature.
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Figure 3.12 Single-part portions which show three candidates race with the
marked ones on the top.

The voter receives a ballot from BDC and its format is shown in Figure 3.11.

As described in our previous works, a watchdog device is used to record and
monitor the entire online voting transactions. Only the voting authorities have access to
the data stored in the watchdog device. The ballot distribution transactions will be
recorded in the watchdog device to avoid any multiple or duplicated ballots.

After making his/her choices on the ballot, the voter separates the ballot into parts
(as shown in Figure 3.12) and casts them to VCC along with the set of trackers.

The voter can use these trackers to review and track his/her vote anonymously in
the final tally. The whole procedure is also recorded in the watchdog device. This will
prevent the receipt-based clash attack during the vote verification and ballot
reconstruction phases.

If a voter wants to verify his/her vote, the voting authorities must show him/her

the corresponding trackers that have been recorded from the multi-part ballot. These
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trackers must match with the ones the voter has recorded earlier. This procedure ensures
that each vote will be counted without being compromised in the final tally. Figure 3.13

shows the procedural flow of M-NOTE.

B D C Votes for Votes for Votes for Votes for
CAND-1 CAND-2 cam3 | ***| oo

— ——
Candidat
H Candidate Gt 1‘ 2 \

1
—
Candidate
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Vote{ Candidate
= )
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—\
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N N
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Figure 3.13 The block diagram of a voter interaction
with election authorities by using a multi-part ballot.

Since the voter’s identity is anonymous during the ballot distribution phase, the
tracker chosen by the voter cannot be linked back to his/her identity. Note that each
tracker chosen by the voter comes from a single database and it is unique for all voters
during the election. In the vote verification step, if a voter makes an inquiry in the final
tally, the authority cannot respond with a manipulated vote since the inquirer’s identity is
not known to the authorities. In the situation that the malicious authority instigates the
clash attack to manipulate the vote count by generating exactly the same receipt/tracking

number to different voters, it will be quite easy for the voters to detect the attack as well,
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for the same reason that the authority cannot identify each voter and respond with a
matched tracker.

We illustrate the mathematical formulation in our scheme M-NOTE by
assuming there are M voters participating in the election with N candidates:

Ai: Voter i’s group number;

Bi: Voter i’s basic identification and other information;

di[j]: Voter i’s choice (either 0 or 1), where j is from 1 to N. To improve the
security level, every type of ballots may have the reversed definition of the choice. For
example, type 1 may define O for voting “yes” and 1 for voting “no” while type 2 may
do the opposite, 0 for voting “no” and 1 for voting “yes”.

Step 1: Voter i sends data array (Bi, Ai) to EC for registration. The voter will get
a ballot from BDC after passing the voter registration check by EC.

Step 2: When voter i casts the vote, the voting data
(Di[1], S[1], Ty, ziay) s (Di[2], S[2], T Zig2)), - (Di[N], S[NT, T, Zipny)
will be sent to VCC. The binary array D; represents the encrypted choices of d; and z;
(1<j<N) is a set of unique random numbers used as trackers that were initially generated
by the authorities and could be modified by voters. This set of tracker numbers will enable
the voter to verify and audit his/her vote. S[j] (1<j<N) is the sequence number of a single-
part ballot. T, (1<x<N!) is the encrypted marker used to represent the ballot type.

Step 3: Voter i will save all z;;; as the receipt of casting the vote.

Step 4: VCC receives the array D; from all voters, and these votes will be
grouped according to the marker T,.. Then, VCC uses its private key to decrypt the entire

encoded data array D; to count the votes.
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While VCC tallies the votes:

TALLY;, = ((Z d;[1], z d;[2], Z diINT, (i - o zigi), T)
At this time, the trackers will be stored separately along with the votes for each

candidate in the election database as below:
Databasec, = (zl-[j], (Cl)zl.[j])

........ Databasec, = (Zl-[]-], (CN)Zi[j])

Here, (C; C;....Cy) is the set of candidates. Database, stores the data related to
every vote and tracker for candidate C;. z;;; represents the collection of the trackers for
every candidate, i.e., (Cj)zi[j] (1<) =N) is the final tally for candidate C; accordingly with
all votes. Each unique tracker is the key for voters to retrieve and locate their own votes
anonymously.

Step 5: Voter i can make an inquiry to verify whether his/her votes have been
counted correctly by checking the corresponding z;; in the candidate’s database. Since
voter i is anonymous, the authority will not be able to discover the identity of the actual
inquirer but has to provide the votes along with the tracker z;;;; that was selected earlier

(in Step 2) by this specific voter.

3.6 Time-lock and Timed-release Scheme
To prevent manipulation and alteration from malicious authorities such as EC in the final
tally, we introduce the time-lock and timed-release protocol that will be used to secure
the manifest of candidate orders on each specific ballot type during the whole election

(May, 1993). The basic idea of the time-lock and timed-release crypto is to encrypt a

59



message and then decode it in a future time point in order to lock this important message
for a certain period of time. In the new proposed model, the order of candidates on each
type of ballot will be securely locked (unable to be decoded and changed) for a certain
time. Normally we set this certain period to be the whole duration of the corresponding
election. Once election ends, there is no need to hide the manifest of the ballot type.
Hence, this time-lock could be used to restrict some other unauthorized access on the
manifest in terms of time. The term “manifest” refers to a document, which provides
comprehensive details of the ballot type and candidate sequence associated with each
ballot type design in the election. Meanwhile, we will enhance and extend the existing
framework of our research work by introducing a new method that can further restrict any
malicious authority’s activities

Suppose we have a political election with two candidates as shown in Table 3.4.
There are two permutations of candidates, and therefore we have two types of ballots.
After all ballots are collected and VCC begins to count votes, the voting result is
published without releasing any candidate’s identity or the permutations in Table 3.5. As
compared with the type of ballot shown in Table 3.4, we can obtain the final voting result
as shown in Table 3.6. Alice wins the election by receiving 35 votes vs Bob’s 5 votes.

If Bob is the desired winner by the malicious authority EC, EC could alter the
manifest of permutations to temper the voting results. Table 3.4 could be altered to the
one shown in Table 3.7 and the manipulated voting results would be as shown in Table
3.8. Obviously, with the manipulated permutation, Bob eventually wins the election. This

is a kind of attack we need to defend by applying the time-lock and timed-release scheme.
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Table 3.4 Example of Two Type of Ballot with Different Candidate Permutations

Ballot Type A Ballot Type B
Alice Bob
Bob Alice

Table 3.5 Voting Results without Releasing the Actual Candidate Permutation Info

Ballot Type A Ballot Type B
Choice 1: 12 Choice 1: 4
Choice 2: 1 Choice 2: 23

Table 3.6 Authenticated VVoting Results According to the Released Candidate
Permutation

Ballot Type A Ballot Type B
Alice : 12 Bob: 4
Bob:1 Alice : 23

Table 3.7 Manipulated Permutations at Malicious Authority’s Favor

Ballot Type A Ballot Type B
Bob Alice
Alice Bob
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Table 3.8 Tampered Voting Results with Manipulated Candidate Permutation

Ballot Type A Ballot Type B
Bob: 12 Alice : 4
Alice : 1 Bob : 23

3.7 Voter Jury

The time-lock and timed-release protocol employs a trusted agent to operate the time-
lock scheme and to release the time-lock after a certain time, which is called “time puzzle”.
In our research work, the original “trusted agent” defined in the time-lock and timed-
release protocol will be replaced with a voter jury composed of a group of voters to
supervise the time-lock. Similar to jury members in the court, every voter can be
randomly chosen to be the voter jury member or pre-registered prior to the election to
conduct the legal exercise. All jury members’ identities can be published to the public. It
is a basic requirement to incorporate the time-lock and timed-release scheme into our E-
voting system model.

Since we apply time-lock and timed-release mechanism into our E-voting system
model, we need a decentralized trusted agent instead of a single trusted agent to generate
the time-lock and timed-release puzzle. It is more favorable to have more than one trusted
agent to form a shared key by voter jury members to operate the time puzzle to ensure the
fairness of this phase. As described in Section 3.6, the time-lock and timed-release
mechanism is suitable to deter this type of attacks. It takes a certain time T for anyone to

compute the encrypted message without knowing the key. We normally set the certain
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time T to be the length of the election duration. So even if the manifest of the list of
permutations is hacked after computing for a certain time, the election has ended. Then,
the manifest of candidate permutations on each ballot type is regularized and any

modification during the election is impossible.
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CHAPTER 4

VOTING PROTOCOL WITH ANTI-ATTACK SOLUTIONS

The main features of our voting protocol include:

(1) voter anonymity throughout the process (after registration),

(2) vote verification in the final tally, and

(3) safe guard against malicious authorities from manipulating received votes.
The voting protocol consists of the following steps:

(1) The voter’s eligibility is verified at EC and is assigned a digital certificate from
EC.

(2) The voter requests ballot anonymously from BDC using the certificate.

(3) BDC verifies the voter eligibility and assigns a multi-part ballot (one of the
several types).

(4) The voter designates tracking number on the vote and cast the vote to VCC.

(5) VCC counts ballots based on ballot types and releases the voting summary to
the public.

(6) The ballot type manifest is released and the final result is tallied.

(7) The voter can anonymously inquire their vote with the confirmation number.

Figure 4.1 illustrates our E-voting system model, referred to time-lock algorithm
based E-voting system with Ring signature and Multi-part form (TERM). The voting
process and the various system functionalities will be explained through a voter (Tom)
voting in the paper ballot mode so that the process can be easily understood.

We give an example that a voter, Tom, participates in the election, and the voting

procedure will be introduced as below.
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Figure 4.1 The whole voting procedure for a voter to send own ballot to VCC and tracking own vote by using the confirmation to
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4.1 Registration
First, voter Tom will verify his voting eligibility with the election authority EC prior to the
election. This is similar to the traditional voter registration process with the difference that
Tom will now receive a certificate that is required when he requests his ballot from BDC.
Note that the identity of the voter is not recorded in the certificate. When our proposed E-
voting system is operated through the Internet, the issued certificate will be a digital
certificate that can be pre-stored in a hardware flash card. This hardware flash card is called
the watchdog device as mentioned in Chapter 2 and is used for identity recognition and
recording online communication transactions between this corresponding specific voter and
election authorities. The flash card does not contain any pre-identified information besides
EC’s certificate. Only EC can access the data stored inside for investigational purposes if
there is a dispute by the specific voter on any voting transactions after the election. The
function of the digital certificate stored in the watchdog is to prove voter eligibility and also

to hide the voter’s identity so that EC cannot link a voter to his/her ballot.

4.2 Time Lock Up the Manifest
Since a certain amount of ballot types are created in the election, we will incorporate the
time-lock and timed-release mechanism introduced in the previous section into our
proposed E-voting system model to prevent malicious authorities from manipulating the
ballot type manifest during the election. All voter jury members will gather together to
form a shared key to lock up the ballot type manifest for at least the duration of the
election. This will prevent a malicious authority such as VCC from manipulating the

ballot type manifest so as to elevate its own candidate to the leading position.
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Here we define this message as the manifest of the whole candidate permutations,
and the certain secure time T is set to be longer than the duration of the election. Since the
candidate permutation is regularized with each ballot type, any modification during the
election is impossible.

We will give a detailed mathematical formulation of the time-lock and timed-

release measurement in next chapter.

4.3 Voter ldentity Encryption
If BDC is a malicious authority, another serious attack from BDC may occur if Tom shows
his identification instead of the certificate obtained from EC while he requests the plain
ballot from it. BDC may use this opportunity to link the assigned ballot info with Tom’s
identification. This kind of attack will violate the voter privacy rules in a political election.
To prevent that, we have to use certain measurement to make eligible voters such as Tom
anonymous to BDC while requesting the plain ballots. Therefore, we apply ring signature
to ensure voters’ identity confidentiality. In another word, BDC will not be able to obtain
any identity information from an anonymous ballot requester other than his/her voting
eligibility. When we switch to the online E-voting environment, Tom will still use the
watchdog plugged at his own computer to identify himself as an eligible voter without
releasing any other personal information. The watchdog is also used to record and monitor
the entire online E-voting transactions. Only voting authorities have access to the data

stored in the watchdog if Tom disputes any voting transaction post the election.
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4.4 Ballot Distribution
By using the certificate to verify eligibility from BDC, Tom will receive a plain ballot from
BDC and he will be marked with an electoral ink (such as a semi-permanent ink or dye that
is applied to the forefinger) to indicate that he has already been assigned a ballot. This
measurement successfully protects the voters’ anonymity, prevents voters from voting
more than once, and isolates the assigned ballot and its traceability in the election. When
we apply the proposed E-voting system model through the Internet, the entire ballot
distribution transaction will be recorded in the watchdog device so that Tom cannot request
more than one ballot. The transaction data on the watchdog device can be reviewed to

resolve any dispute after the election.

4.5 Voting
When Tom votes on the ballot, besides the possible attack from malicious authorities
regarding the manifest, we still need to consider possible clash attacks from malicious
authority VCC. In a traditional election, the public bulletin board is the only way for voters
to review and verify the voting result; in our proposed scheme, the public board is
additionally endowed with voting confirmation inquiry and verification responsibility
(shown in Figure 4.2). Voters will mark their own votes on every single part with a system-
wide unique confirmation. These confirmations will be published on the public bulletin
board for the public’s inquiry and supervisory purpose. In our proposed E-voting system
model, Tom first checks on the bulletin board to see whether there is a conflict between
confirmations he chose and those already posted by other voters. If so, Tom has to pick up
another new confirmation to replace the conflicted one until all his picks (confirmations on

every single part) are unique. Then, those confirmations will be written on every single part
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one by one and post on the bulletin at the same time for public inquiry, meanwhile, these
confirmations are serving as inquiries and trackers post the election.

With those confirmations on every single part of the original multi-part ballot, the
malicious authority VCC may not be able to manipulate the vote as easily as the way they
did as described in the Clash attack scenario. Because Tom is anonymous after the ballot
distribution phase, it is not traceable for authorities to link the assigned ballot and the
corresponding voter. Back to our example, Tom is anonymous to VCC after he got the
certificate. In the vote audit phase, when Tom sends his confirmations to the authority to
inquire his vote in the final tally, VCC will not be able to locate Tom’s identity but has to
respond with Tom’s actual original votes. If VCC generated more than two exact same
confirmations to different voters to initialize a clash attack, at this time when Tom inquires
the voting result by his confirmations, the response does not match his original vote and
the attack will be detected right away since this is not a one to one mapping’s reverse

procedure.

Alice 2 votes

| Con, Cong |

Bob 4 votes

Con, Cons  Con, Con
2 5 6 9

Char 3 votes

Con, Con. Con,
4 7 8

Figure 4.2 The published confirmations on the public bulletin.
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4.6 Ballot Collecting
After Tom marked his choice on the multi-part ballot, he will tear it into individual single
parts (as shown in Figure 4.3) and casts them to VCC. VCC will collect all ballots from all
voters, and then group ballots by categorizing the same marker on each single part and then

tallying the vote according to the type and the sequence number.

Q{.}

1]

=
Tx Tx Ix
s1 52 SN

Figure 4.3 A sample of single-part portion which shows
Three-candidate race with the marked ones on the top.

4.7 Releasing the Manifest
When the tally result including voters’ confirmations is published on the public bulletin,
the manifest of the ballot types is the only unknown factor in the election. The voter jury
members will get together again and reform the manifest, and then EC will announce the
final vote tally for each candidate according to the necessary ballot information release.
The public bulletin contains all confirmations from all voters. In our example, Tom

can verify his own vote by checking his confirmations with those posted on the public
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bulletin. Tom can also verify the voting result of the election in several different ways from
the public bulletin (details on inquiry related to the security concern will be discussed in
Chapter 4). In addition, a voter’s whole voting process is recorded in this specific voter’s
watchdog device, and this can also prevent the duplicated voting in the election. If Tom
wants to dispute the voting results, he must present his watchdog device containing all
complete voting data transactions to the authority for further investigation.

Besides security features, our protocol also provides a great of diversity and
flexibility for voters and candidates to achieve a fair election environment with self-audit
and self-revise the confirmation. TERM has addressed these concerns by using several

measurements mentioned above.

71



CHAPTER 5

MATHEMATICAL ANALYSIS

In this chapter, we will provide the mathematical analysis of our proposed system.

5.1 Pre-election
The time-lock and timed-release cryptography used to lock the candidate manifest can be
generalized as below:

Since we have a voter jury to supervise the authority, and this jury is composed of
several volunteer voters. Suppose we have j jury members in the jury. The manifest M
represents the message to be encrypted by the timed-release cryptography. According to
the Secret Sharing method by Shamir, it is divided by j jury members into j shares:
(M1, M5, ... M;) Array M has the properties of Shamir’s Secret Sharing theory as below:

1. Knowledge of j or more shares can easily reconstruct M.

2. Knowledge of less than j shares cannot reconstruct M.

Now we have j jury members to create the time puzzles to encrypt every own share.
By definition, all ] members must show up at the time T to decrypt M then the manifest
could be reconstructed. The reason to have multiple members in this scheme instead of
single trusted agent discussed in the Time-lock and Timed-release cryptography is that we
assume any single voter or authorities are not fully trustable. This assumption is practical
in reality as we have seen several cases of political elections disputes. Thus, we introduce
this court-like jury composed of several either voluntary or selective voters to supervise
this time-lock and Timed-released process. These j members will create the time puzzle

as below:
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1. Each jury member chooses a composite modulus
n =piq; L€ (L2..))

2. Calculates the Euler’s totient function:

P =@ —D(g; -1 i€(@2..))

3. Chooses e; (1 < e; < ®(n;)),ged(e;, @(n;)) =1 randomly, where the
function gcd(.,.) finds the greatest common divisor, such that the inverse exponent d; that
satisfies:

die; =1mod®(n;) i€ (1,2..))

4, According to the time-lock puzzle definition, the puzzle factor t can be
calculated by t=TS. We need to emphasize that the puzzle t can be applied to all jury
members because all shares of the manifest M need to be released at the same time to
reconstruct M. And we set T at least to be longer than the election duration.

5. Computes

r; = 2tmod ®(n;)
and
d; =2+ dn) —n +d;
6. Choose a random number a; (1 < a; < n;) ,encryptd’; as:
D';y=d;+ al-ztmod n

7. Then every jury member will publish (n;, D’;) instead of (n;,d’;) to the
public. (n;, ;) is the private key of each jury member.

8. Here, we illustrate that each share of the manifest will be encrypted by every

jury member through their own private key e; as below:

73



M; = m;' mod n;

Then we have the time puzzle (n;, a;,t,D';, M;). All shares of the manifest have
been encrypted by jury members safely. Neither the public nor authorities could see,
reconstruct or manipulate them, since the public and authorities do not have information
about (p;, q;) and it is very hard to factor them. Nobody can calculate the function ®(n;)
to get the key of each jury member directly without (p;, q;). There is no faster way to
compute (al-ztmod n;) by sequentially starting with a; and computing t squaring.

For practical purposes, we may ask jury members to form a shared key to encrypt
the manifest or we could divide the manifest into J shares to be encrypted by jury members

to reduce the complexity and time costing.
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Table 5.1 Notations

a; The random number chosen by M The manifest of the candidate
voter jury member i permutations
d; The original public key of voter n; The modulus that voter jury member i
jury member i gets
d'; The result of d; by adding Di Large prime that voter jury member i
functions chooses
D'; The encrypted public key of qi Large prime that voter jury member i
voter jury member i chooses
e; The private key of voter jury T The reminder of each i’s computation
member i
F;, Voter i’ personal identification S The processing speed of the server
and other information
G, Voter i’ voting group number t The time puzzle factor to create the
puzzle
i The index of voter jury member, T The time-lock and release puzzle
i€(12..))
i The index of voter i'e x The number of voters
(1,2 ...x)
j The number of voter jury y The number of candidates
members
TP, The marker on every ballot se[] | The sequence number on a single port
representing the type
M; The encrypted share of manifest TALLY7p,, The tally result for TPw
M
conyr ;i The confirmation for voter i’ on Datacj, The tally contains votes
candidate j’ forC;,
v, '] Voter i’ choice (either 0 or 1) j' The index of candidates, j' €
(1,2...y)
w The number of types of CE;, The certification of voter i’
ballots, w € (1,2 ...y])
KEY; The group key of EC used for l The number of voters in a ring
ring signature to voter i’ signature
PK, The public key of each ring K; Hash value of voter i"’s calculation
signature members
5 The random value chosen by up The random value chosen by voter i’
voter i', zy € [0,1]
by The value calculated by f(') for
voter i’
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5.2 Voter Registration and Ballot Distribution
We will continue our mathematical formulation of the voting process after the time-lock
and timed-release cryptography has been successfully applied. Suppose there are x voters
participating in the election with y candidates:

G;,: Voter i’ group number; i’ € (1,2 ...x)

F;,: Voter i’ personal identification and basic information required for the election
registration;

v;, [J']: Voter i’ choice (either 0 or 1), where j' is from 1 to y. To improve the
security level, every type of ballot may have the reversed definition of its corresponding
choice. For example, in the election, we have several types of ballots, some types of ballots
may define “0” for voting “yes” and “1” for voting “no” while the others may reverse the
definition, “0” for voting “no” and “1” for voting “yes”.

The voting process can be generalized as below:

Step 1: Voter i’ sends data array (G;,, F;,) to EC for registration. EC will authorize
his/her voting privilege and a certification CE;, will be assigned to him/her by EC. Voters’
anonymity is well protected with this ring signature cryptography during the ballot
distribution phase. The reason why we use ring signature scheme instead of group signature
is due to the advantage of ring signature’s property. The group manager of a group signature
may conspire and become corrupted to compromise voter anonymity. In a ring signature,
rings are geometric regions with uniform periphery without center controlling behaviors,
ring signature can be powerful once members of ring want to be independent.

Step 2: EC will not distribute the certificate CE;, or the key KEY;, used for the ring

signature scheme to voter i’ only after voter i’ passes EC’s voter registration check. After
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voter i’ receives CE;, and KEY;, from EC, voter i’ will have all public keys of each group
member (KEY;,, Pk4, Pk, ..., Pk;),

Let

© = (KEY,,, Pky, Pk,, ..., Pk;)

be the list of public keys. Voter i’ calculates the signature by using an independent
cryptographic hash function:

Ky = Hash (6)

Voter i’ chooses a set of random values u; as a generator for all other ring
members. A random value g; is also selected from [0, 1], then b; is calculated according
to the following equation:

by = f(uy) (I<i"<l,i’#71)
bKEYL-, =f (uKEYL-,)

f()and f71(.) are a pair of function/inverse function. After voter i’ uses Eq.
above to calculate all b;, (1<i’</, i’#i’,) required to form a ring signature, voter s will solve
for y, to form:

¢( Ykev;, b1, bz, ..., by, ..., by, CEy, Ki') =&
Furthermore,
wp = f71(by)
Y (.) is used to verify the signature according to the definition of the ring
signature.
Finally, the ring signature is generated as:
(0,5, CEy, Ugpy, U, Uy, ..., Uy)

Step 3: After BDC receives this ring signature
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(© ,5¢ + CEy, uggy,, U1, Uy, .., ;) from voter, BDC will verify the value by
checking:
¢( bkgy,, b1, bz, ..., by, CEy, Ki’) =&
Obviously, this ring signature contains EC’s key information and the certificate
CE;,. If this signature passes the check, it means that this voter is eligible since EC only

distributes its own certificate to the eligible voters.

5.3 Ballot Casting and Vote Counting

Step 4: After voter i’ casts the vote, the voting data (V;[1], S¢[1], TRy, con;pyy),

(Vir[2], Sel2], TRy, conyrzy), -y (Vir[y], Sely], TRy, conyrpy)

will be sent to VCC. The binary array V; represents the encrypted choices of v;/[j'] with
authorities’ public key, and con;r(; (1< j'<y) is a set of unique random numbers defined
as confirmations that voters may use for tracking purpose. This set of confirmation numbers
also can help prevent the clash attack from malicious authorities as discussed above. S.[j']
(1< j'<y) is the sequence number on every single-part portion of the multi-part ballot. TR,
(1<w<y!) is the encrypted marker representing the ballot type.

Step 5: Voter i’ saves all z;/[;1,

as the receipt for cast vote. Array con,s is used for
vote tracking and inquiry purposes post the election. It also can be observed and checked
by anyone beyond voters.

Step 6: After receiving all the ballots, VCC groups all portions according to TB,,.

Then, VCC uses its private key to decrypt the entire encoded data array V;s to count the

votes in plain data form without any candidate info.
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While VCC tallies the votes:

TALLYyp,

= (Q (VM1 cony), ) (Vel2l conpy), o, D (Velyh conypy)) TR)

The corresponding confirmations will be stored separately along with the votes for

each candidate in the election database as below:

Databasecyy, = (Z conif[jf]),(Z(CANﬂconi,U,])

DatabaseCANy = (Z conl-r[jr]) , (Z(CANJ’)CO"HU'])

Here, (CAN, CAN,....CAN,) represents the set of candidates. DatabaseCANj,

stores those data related to every vote cast for candidate CAN (1< j'<y) along with its

respective confirmation. ¥, con;r;,; represents the gathering of confirmations for every

candidate, i.e., Z(CANj’)coni/[jz](lfj’S y)is the final tally of all votes for candidate CAN ;.
We need to emphasize that i’ (1<i'< x) presented in the final tally for Z(CANj,)Coni,U,]

may vary as voters’ choices may vary. TALLYrp  Will then be published on the public
bulletin, but the mapping for each type of ballot or the actual candidate permutation on
the manifest is still unrevealed.

Step 7: Since the time-lock and timed-release scheme has securely protected the
manifest, each jury voter uses his/her own key to decrypt his share of the manifest. After
all shares get decrypted and put together, they can be used to reconstruct the manifest and

will be published to the public and the bulletin. Meanwhile, if any voter wants to verify
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the manifest before it is released, it still takes T period to calculate the public key of each

jury voter which is d’; wherei € (1,2 ...j) .

5.4 Vote Tracking
If Voter i' wants to verify whether his/her vote have been counted correctly, he/she can

check the corresponding con;rjry in DatabaseCANj, . Since voter i' is anonymous during

the ballot distribution phase, the authority will not be able to identify the actual inquirer but

have to provide the confirmation con;; received and its associated vote. Note, the

'l
response from the authority must match what voter i* has created and recorded earlier, or it
will be detected by this anonymous inquirer (voter i ). This procedure ensures that each

vote will be counted without being altered in the final tally.
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CHAPTER 6

ADDITIONAL SECURITY FEATURES

Security is always one of the crucial factors when we evaluate any E-voting system. In this

chapter, we will evaluate TERM in both security and performance aspects.

6.1 Security Analysis and Case Study
To counteract possible attacks from authorities or hackers through the Internet, we will

introduce additional security features to our E-voting system.

6.1.1 The T time length in Time-lock and Timed-release scheme
We have described the Time-lock and Timed-release schemes in Section 3.6. The secure
time period T is determined by the duration of the election, and then the length of the key
is determined by T and the processing speed of the processor at the server side. We ask
the voter jury to setup the period T together to secure the manifest, so that each voter jury
member has the same T value to process and releases the Time-lock at the same time.
Figure 6.1 is shown the time frame for the voter jury members to encrypt their own keys
to time-lock a message. In reality, the processing speed at each voter jury member may
vary. The situation will become more complicated if these jury members’ time-lock cannot
be released at the same time.

The key size of K equals to by [log,(2ST)] according to the definition. Suppose
the secure period we want is 3 days which means T=259200 second, and we assume the

processing speed is 3.4Gbps, then we get K= [log,(2ST)] = [53.95]=54, which means
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the lower bound of the size of K is 54 (Kim, 2010). For any key with a length of 128 bits,

it will be long enough to be used as the time-lock and timed-release key.

Time to lock Time to release

T,

#

Figure 6.1 The time lock is locked by all voter jury members
with same time puzzle.

The formulation defined in (Kim, 2010) gives us:
K=Ig(2ST)

We can conclude from the above calculation that the longer the key size, the more
complexity it will bring into the scheme. Therefore, we need to optimize the calculation
and reduce the complexity of the time-lock and timed-release scheme. We have several
options as below.

The first option is to set up several jury members, but each one has a different T
secure period as shown in Figure 6.2. Since we have j voter jury members. As long as the
first jury member j; begins to setup the period required for time-lock and timed-release
scheme, other (j-1) jury members can set up their own time puzzles in turns rather than at

the same time. The length of the time puzzle calculated by j; is T;. Then when the second
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jury member sets the key, the time puzzle of T, can be reduced to (T — T;). It’s obvious
that the computational complexity for the second jury member j, is reduced. Similarly, we
have each jury member T;’s time puzzle is equal to (T — YL24 Ty) (1<i< j). Each jury
member’s time puzzle is decreased so that a faster computation can be achieved while the
security level of the system remains same.

Another option is to have each jury member in charge of a certain length of the
secured period time T;. (1<i<j) and Z{lei>T, and each jury memberT;(1 < i < j)’s
secured period must overlap at least two neighbor members except that the first and last
jury member” T; and T; , respectively. These two jury members only have one overlap
with his/her neighbor jury member. Figure 6.3 shows the time-lock and timed-release

scheme with less complexity on the key size.

Time to lock Time to release

Figure 6.2 The time lock is locked by all voter jury members
with decreased time puzzle.
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Time to lock Time to release

—  —

T

-

Figure 6.3 The time lock is locked by all voter jury members
with overlapped time puzzle.

6.1.2 Inquiry from Voter and Through the Public Bulletin

This dissertation has discussed a clash attack prevention scheme, which could restrict
manipulating activities from the malicious authority (EC, BDC or VCC). In this scenario,
the confirmations are used by voters to track and verify the voting results in the final tally.
Each confirmation actually can be composed of a set of numbers or characters. These
confirmations can be originally generated from an authority’s database, and they must have
a one to one association with the corresponding assigned ballot. In our proposed E-voting
system model, the voter must inquire whether those confirmations he/she will use conflict
with other voters’ in the system before casting his/her vote. At this moment, the election
authority does not know what the voter will exactly vote. Then, it is very risky and

unpredictable for the malicious authority to respond with a false inquiry result and
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duplicate the same confirmation to different voters at this step. Since the malicious
authority cannot predict what and who these voters will exactly vote for after having been
assigned confirmations. As voters are anonymous at the ballot distribution phase, their
identities will remain anonymous when they obtain these confirmations from the authority
along with the plain ballots. The voters may either modify or keep those assigned
confirmations as long as they remain unique in the election’s database. It is the voters’
responsibility to inquire the database again to make sure that the intended new
confirmations are still unique after their modifications on confirmations. All these
confirmations can be served as receipts for voters to track their votes after the ballot casting
phase.

If any voter wants to inquire his/her own vote from the authority in the final tally,
he/she only needs to provide and send the corresponding confirmation’s information
(cony, cony, ... cony) to the authority, and the authority has to respond with the inquirer’s

original vote to the inquirer accordingly.

Alice 2 votes

| Con, Cong |

Bob 4 votes

| Con, Cons;  Cong Cong |

Char 3 votes

| Con, Con, Cong |

Figure 6.4 The published confirmations on the public bulletin.
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The public bulletin is used to record and publish all votes along with each
corresponding confirmation as shown in Fig 6.4. VVoters may check from this bulletin to
see if there are any duplicated confirmations or whether the total number of votes and
confirmations match the number of actually participated voters. This method has

empowered the voters to monitor and supervise the election.

6.2 Performance Analysis

In this section, we will evaluate the performance of our work to demonstrate how it can
help provision the security features, reliability, and trust-worthiness of E-voting system.
The proposed work can protect against the clash attack which falls into the category of a
receipt-based attack by utilizing a multi-part ballot method along with voter-selected
unique confirmations. We assume that if malicious authorities or hackers are able to
intercept the packets transmitted through the Internet successfully, then our methodology
will be the last protection measurement to stop hackers from obtaining the content of
single-part portions to reconstruct the complete multi-part ballot. Thus, its proper design is
very important to ensure the fairness and privacy for the whole political election. To
demonstrate the performance of our methodology, let us calculate the probability that
malicious authorities and hackers can successfully reconstruct the ballots and manipulate
the votes during the election. Here any instance of a voter’s vote that can be correctly
revealed by a hacker from any single part of the multi-part ballot is considered as a
successful attack.

The following three analysis methods are considered:

The probability of successfully reconstructing a single-part portion of a specific

voter’s vote among the entire voting pool:
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We denote y as the number of candidates; x as the number of voters. If a hacker or

a malicious authority wants to initiate an attack on the vote of a specific voter, it requires
getting 3 factors: the probability of successfully identifying this specific voter is%. Then
since we have y! types of a multi-part ballot and this voter must have used one of them, the

probability of successfully identifying the correct multi-part ballot type is i The

possibility of a successful hack on this voter’s choice on a single-part portion of the ballot,
eitherO or 1, is % . Thus the probability of successfully attacking a specific voter’s vote is:

1 11 1

yl 2 x=2x*y!

The probability of successfully reconstructing a single-part portion of a specific
voter’s vote with respect to a specific candidate:

Here we still have y candidates and x voters. Compared with the previous case, we

need an extra factor to locate this specific candidate, thus an extra% (from y candidates)

will be applied as shown below:

1 111 1

— %k —k — %k — =

yly 2 x 2xyxy!
The probability of successfully reconstructing a valid ballot from all single parts of
the ballots is:

1
(Y)Y = y!

If malicious authorities or hackers successfully intercept the data packet containing
a single-part portion of a ballot, and want to intercept the second single-part portion from

the same ballot to reconstruct the original multi-part ballot, the successful probability to
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achieve this goal is 5@% We deduce this number as follows: the probability of obtaining

the second single-part portion in the same type as the first one isyi and the sequence

!l
number of this single-part portion must be different from that of the first single-part portion

from the same multi-part ballot, thus a probability factor ﬁ is applied after. With the same

principle, we can determine that the probability of successfully reconstructing the third

single-part portion from the same ballot to reconstruct the original multi-part ballot is

i 1
yi(y-2)

Here y%z is applied as the sequence number of the third single-part portion must

be different from that of the first and second sequence number on the single-part portion.

So on so forth thus the probability of successfully attacking the (y-1)th single-part portion

1 1 1
— =—. Therefore,

that could be used to reconstruct the original multi-part ballot is = ———=
yy-(y-1)) ¥

the probability of reconstructing an original multi-part ballot from any hacked or existing

. . - 1
known single-part portion is ——— low:
own single-part portio s(y!)y_l*(y_l)!, deduced as belo

1 1 1 1 1 1 1

YW o-D oy -2 Ty 1 ) (y—1)

A probability factor ﬁ also needs to be applied, as the malicious authority and

hacker may randomly pick the first single-part portion, which can be among y! types of
multi-part ballots, and can be among one of N sequence numbers in one multi-part ballot.
Thus the final probability of successfully reconstructing an original multi-part ballot is
shown below:

1 1 1
yryl DY (=D (HY !
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Note that the calculated result refers to the probability of reconstructing a
voter’s valid multi-part ballot. This voter could be any participating voter; if the
hacker wants to reconstruct a valid multi-part of a specific voter, the probability
would be much lower than the one we presented. On the typical ballot used in
presidential elections, the number of candidates will be around 10 to 20 including
the local, state, and congressional races. We choose the number of candidates
from 2 to 14 for illustration and analysis purpose, and summarize the
corresponding probability for malicious authorities and hackers to successfully
reconstruct an original multi-part ballot in Table 6.1. Figure 6.5 and 6.6,

respectively plot the probability curve accordingly.

0.0003

0.00025

\

0.00015 +— X =1000

-m— ¥ 2000
-\ X=3000
0.0001

0.00005

o ; = n "y
2 4 & g 10 12 14

Figure 6.5 Probability of successfully attacking a specific voter’s vote for
x=1000, 2000, 3000 while y is from 2 to 14.
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0.00008
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Figure 6.6 Probability of successfully attacking a specific voter’s vote with the
respect to a specific candidate
when x=1000, 2000, 3000 while y is from 2 to 14.

Table 6.1 Probability of Reconstructing a Valid Original Multi-part ballot with Different
Number of Candidates

# of Candidates Successful Probability
4 5.02 %1077

6 5.98 * 10720

8 2.84 x 10741

10 6.96 * 10772

12 1.71 x 107112

14 1.09 107163

90



CHAPTER 7

CONCLUSION AND FUTURE WORK

Compared with previous works, TERM has exhibited the following important advantages:

(1) The probability of successfully reconstructing a ballot by malicious authorities
or hackers is close to zero.

(2) Setting up a secured time period limits any possible manipulation by malicious
authorities.

(3) Creating a confirmation can prevent possible clash attack carried out by

malicious authorities.

Other advantages of TERM are summarized as below:

Anonymity: In the ballot distribution phase, the voter’s identity is not associated
with the ballot received from BDC.

Verification: The confirmations chosen by voter can be used to track and verify
his/her vote in the final tally. These confirmations are unique and exclusive to this specific
voter who is still anonymous to the authorities. Any un-matching result will be detected
immediately during the inquiry process.

Privacy: Our performance analysis shows that the probability of reconstructing an
original multi-part ballot by malicious authorities is close to zero as long as the number of
candidates is above a certain number. For example, if the number of participating
candidates in the election is 14 (a typical number for presidential elections in the USA
including senate and house of representative, the probability of successfully reconstructing
an original multi-part ballot from those single-part portions is 1.09 x 107163,

Confidentiality: The manifest will remain undisclosed during the vote counting
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procedure, to prevent any manipulation in the vote counting phase.

Security: Using a ballot that separates the candidates’ name and voters’ vote
enhance the security requirement in the E-voting system.

Recordable and traceable transactions via the watchdog device: The watchdog
device records the entire E-voting transactions. The authorities may use it to investigate
any dispute such as mismatched voting choices claimed by the voters.

This dissertation describes a framework for developing an integrated E-voting
system with diverse security features, several areas of this research can be expanded in the
future:

(1) Voters choosing the ballot type: Before the election begins, election authorities

will publish the types of the ballot that will be used in the election. Voters can

select and choose one of the published ballot types randomly to cast the vote.

(2) Addition performance analysis are needed so that the E-voting protocol can be
implemented for large-scale elections in the future.

In this dissertation, we have presented an overview of our proposed E-voting
system model, TERM, which mitigates a number of security concerns such as ballot
reconstruction, vote manipulation, tampering permutation list of candidates, and clash
attack from malicious authorities; at the same time, it provisions a secured vote verification
mechanism and can further mitigate those issues by utilizing a decentralized ballot
collecting process along with a vote verification feature to better protect both candidates’
and voter’s confidentiality. The 2016 U.S. presidential election has raised awareness of
many serious issues such as voter fraud, voting machines manipulation (Kaleem, 2016),
software glitch (Durden, 2016), untrustable authority and hackers. Our proposed TERM
can readily mitigate some of these issues, and provide a leap forward in ensuring a fair

and democratic voting process for future elections.
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